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Mpuctynasa K paboTte

Y MeHS yXXe eCTb aHTUBUPYCHOE nporpaMMHoe obecnevyeHmne, noyemy no-ripexHemy
Heobxoaum SpyShelter?

SpyShelter npeanaraeT 3HaunTenbHoO 6onee adpdeKTUBHbIE METOAbI ANS
3aWnTbl Ballen KOHPUAEHUMANbHOCTU, YEM Te, KOTOpble AOCTYMHbI B
TpaAULMOHHOMN NpoAYKLUNUN 6e30nacHOCTMW.

Ob6blyHble NpoAYKTbl 6€30MacHOCTM Yalle UWYT BUPYC TOMIbKO MO «OoTne4yaTkam
nanbueB» - BUPYCHbIM CUFHaTypaM, AN YCTPAaHEHUS Yyrpo3 U BpeAOHOCHbIX NporpamMm.
Mpexae 4yeM OHW MOryT 6biTb HAWAEHbI, 3TU «OTNEe4YaTKN NanbLUeB» CHadasa A0JIKHbI
O6bITb OnpeaeneHbl, nccnegosaHbl B 1abopatopumsax. DTOT NpouUecc co3aaeT onacHoe
OKHO BO3MOXHOCTEN A1 3TUX Yrpo3 MoTOMY, YTO A0 onpefesieHns 3TUX oTne4vyaTKos,
OHW MOryT He3aMeTHO NPOoAO/IXaTb aTaKoBaTb KOMMbOTEPHI.

SpyShelter nydywe yeM gpyroe nporpaMMmHoe obecneyeHne 6e30NacHOCTU, NOTOMY
YTO, BMECTO TOro 4ytobbl NoslaratbCs Ha «OTNEYaTKM NnanbLEB», OHAa Ha CaMOM fgene
NMOHMMAaET KaK BpeaoHOChl paboTatloT BHYTpM Ballero KoMnbioTepa, 0bHapyXunBaeT nx
nepen ntobon aTakom n ocTaHaBNMBaET UX A0 NOBpeEXAeHUs KOMNbloTepa.

SpyShelter ncnonb3yet TEXHOMOMMIO aKTUBHOW 3alUUTbl, KOTOpas SBNAETCSA 3aWUTHbIM
MeTOoAOM, AenalWwmM BO3MOXHbLIM 3alNTY OT M3BECTHbIX N HEU3BECTHbIX Yrpo3. OHa He
TpebyeT Kaknux-nnbo 6a3 gaHHbIX, C Lenbio 0bHapyXeHnUs CUrHaTyp BpeaoOHOCHbLIX
nporpamMMm, U cnocobHa 3aWwnTUTb BallmM CUCTEMbI MPU UCMOb30BAHUU, TOSBLKO,
MUHUMANIbHOIO KO/IMYECTBa pecypCcoB Ballen CUCTEMbI.

OTa NpoakTMBHAas 3alliMTa B peaslbHOrOM BPEMEHMN 3alMLaeT Ball NepCcoHaNbHbIN
KOMMNblOTEP OT HEAABHO CO34aHHbIX M MPOABUHYTbIX Yrpo3. OHa MFHOBEHHO
obHapyXxunBaeT NOAO03PUTENbHYIO aKTUBHOCTb B BallMX KOMMNblOTEpPAxX U B1OKNPYET nX
npexae, yeM byaet HaHeceH Kakon-nmbo Bpen

MoyeMy Tak BaXkHa KOHPUAEHUNANBbHOCTb?

HoBble yrpo3bl 1 BpeAOHOCHbIE NPOrpamMMbl HE HaLesleHbl Ha Bally CUCTEMY TOJIbKO
AN pa3BievyeHus ux aBToOpoB UM NPOCTO A1 Kpaxa Bawen cuctembl. MHorme m3
3TUX Yrpo3 CTPEMSATCS NOAYUYUTb AOCTYN K JIMYHON MHPOPpMaLMM nonb3oBaTens,
TaKOM Kak rnaposun, AaHHble KpeaAUTHON KapTOuKN U APYTUM KOHPUAEeHUNANbHbIM
AaHHbIM. SpyShelter ctpeMnTca obecneunTb MakcMManbHy0 6e30nacHOCTb A9 Bac.
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YCcTaHOBKaA

SpyShelter nmeeTt cTtaHgapTHbIA YCTAHOBLMK NPOrpaMMmbl.
CucreMHble TpeboBaHus

Ona nnaBHOro ¢pyHKUMOHMPOBaHUA SpyShelter cuctema gomkHa oTBeYaThb C/eAyOLWMM annapaTHbIM U
NporpamMMHbIM TpeboBaHUAM:

MWHMManbHbIe annapaTHble Tpe6oBaHUS:

Intel Pentium 350 MHz wnu Bbiwe (MM 3KBUBANEHT)
256 MB gocTynHoOM onepaTMBHOM NaMATH

25 MB cB0604HOro NpoCTpaHCTBA Ha XXECTKOM AUCKe
CD-ROM (ans ycraHoBku nporpamMmmel ¢ CD)

Moanep>xxvBaemblie onepaumMOHHbIE CUCTEMDI:

Windows XP 32 bit

Windows XP 64 bit

Microsoft Windows Vista 32 bit
Microsoft Windows Vista 64 bit
Microsoft Windows 7 32 bit
Microsoft Windows 7 64 bit
Microsoft Windows 8 32 bit
Microsoft Windows 8 64 bit
Microsoft Windows 8.1 32 bit
Microsoft Windows 8.1 64 bit

YcTaHOBKa

1. Asaxabl wenkHuTe dpann fwsetup.exe.

2. 3anycTuTcs nporpamMa yctaHoBku. (Mpu ycTaHoBKe C KOMNakT-aucka: Ecnu mactep He 3anyckaeTcs
aBTOMATUYECKM MPU BCTABKE KOMMAKT-ANCKA, ABaXAbl LENKHUTE 3HAaY0K KOMMaKT-aMcKa.)

3. Mocne ycTaHOBKKW NporpaMMmbl, 3Hayek SpyShelter nossBMTCS Ha NaHeNn MHCTPYMEHTOB.
Mepe3sarpy3nTte Balwl KoMnbloTep. lNMocne nepesanycka MOXHO ABaXAbl WENKHYTb 3Hayek SpyShelter B
naHenm MHCTPYMEHTOB A1 AOCTyna K nNporpaMmme.
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NcTopunda nporpamMmel

10.4 (12/0ct/2015)

- Extended configuration options for AntiNetworkSpy feature
- Fixed rare bug in Firewall WFP driver which caused very high CPU usage

10.3 (25/Sep/2015)

- Firewall network activity monitor now include UDP traffic
- Fixed bug with multiple instances on different accounts
- Fixed issue with account switching on Windows 10

- Decreased number of false alerts on Windows 10

- Added support for Windows 10 Insider Build 10547

10.2.1 (18/Sep/2015)
- Fixed problem with proper digital signatures recognition on some x64 systems
10.2 (18/Sep/2015)

- Added full Keystroke Encryption support for Edge browser

- Fixed numpad digits encryption on some systems with USB keyboards
- Fixed firewall bug with firewall packets filtering

- Improved protection on Windows 10

- Added support for Windows 10 Insider Preview build 10532

- Fixed problem with disabling shell context menu integration

- Fixed the update-installer on Windows 10

10.1 (28/Aug/2015)

- SpyShelter Free Anti-Keylogger now supports 64bit systems*
- Free version offers now limited keystroke encryption feature
- Fixed a crash that occured in Network List

- Fixed a freeze problem in Windows 10

- Added early support for Windows 10 build 10520

- Other small improvements and fixes

*To learn more about the differences between Free and Paid editions, visit our Download page.

10.0 (29/3ul/2015)

- Added support for Windows 10 system
- Small visual changes

9.9.1 (21/May/2015)

- Added support for East Asian languages to Keystroke encryption driver
- Fixed context menu handler bug when program starts from service
- Added French version of User's Manual

- Few small improvements

- Self defence improvements

9.7.2 (17/Mar/2015)

- Fixed security issue with password protection of GUI access
- Farsi installer language update

9.7.1 (13/Mar/2015)

- Fixed issue with process removing in KED

- Installer and general language updates
- Minor fixes
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Firewall

OnoBelweHunn .
SpyShelter Firewall

Mocne obHapyxeHuns Ntobo NoA03PUTENBHOWN Component:

aKTuBHoOCTU, SpyShelter 6yageT nokasbiBaTb 3T0> X )
2Py YA (7 iexplore.exe (View details)
OKHO npeaynpexaeHusi, KoTopoe CoOAEPXUT

CcBeleHUs 0 TOM, YTO NPOUCXOAMUT B CUCTEME.

Parent processes: explorer.exe

[Mocne HaxaTusa Ha «aeTasin KOMMNOHEHTa»,
Click here to scan online using VirusTotal

noABUTCA OKHO, nonobHoe NMOKa3aHHOMY HUXeE:

Located at:

Signed: Yes Click here to make this signer trusted Is trying to:
record keyboard input
Signer:
|Microsoft Corporation I Allow potentially dangerous action?
Path:
[C:\Program Files (x86)\Internet Explorer\iexplore.exe I \L-? Deny Q Terminate
File size: () Apply the choice to all actions for current component
|815,312 I [/) Remember my choice
Hash: Installer mode Disable monitoring of action

IDO700C00420A6lDBF2ElAC7B4582114C3DCCB4C8A883AFDZ I Action Code: 18 - Anti Keylogging (12123

MoanucaHo:

Bo3MOXHble BapmaHTbl [a nnu Her.

DTO 03HAYaET, YTO NpPUIOXKEHNE NOANMNCAHO LUMdpoBOK noanucbio nsgatens. O6blYuHO, NOANUCAHHbBIM
NPUIOXEHUAM MOXHO AOBEPATD.

Moanucu:
CoaepXXnT HazBaHMe KOMNaHum [Unmn nms nognucaswero]. Bol MOXeTe, 3aTeM, NPOBEPUTb UCTOPUIO 3TON
KOMMNaHMKU M y3HaTb 6oNblle 0 TMNE UX NporpamMMHoro obecnevyeHus.

MyTb:
MyTb K banny Disable control of Action/Module

Pasmep cdaina: Warning: if you disable protection module, all actions of
MokasbiBaeT pasmep daiina B 6aiitax. this module will be allowed for all components.

X3w: () Disable Anti Keylogging module
Cepusa cMMBONIOB, KOTOpas onpeaenser
paboTawoLLyo nporpammy.

..................................................................................

Action comment: Recording keyboard input

Ecnun Bbl HAaXXMeTe Ha «OTKNHOUYUTb MOHUTOPUHI>,

Bbl YBUAUTE CNeayloliee OKHO: oK Cancel
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34ecb Bbl MOXETe BblbpaTb A/ OTK/AOYEHUS COOTBETCTBYOLWMNA MOAYb UAN OTKAOUYUTL MOHUTOPUHI TEKYLLErO
AencTems.

Ecnu Bbl pelwinTe OTKAKOYNUTb MOAYNb, BCE AENCTBUSA, KOHTPONMPYEMbIE 3TUM MoAayneM, 6yayT pa3peLleHbl
ONs BCEX KOMMOHEHTOB, B TO BPEMS KakK, €C/IN Bbl pellMTe OTKJIIOUNTb MOHUTOPUHI AEUCTBUNA, TOr4a He
6yaeT oTCnexXmBaTbCsd KOHKPETHbIN TUM AeNCTBUN.

B rnaBHOM OKHe, TaK)Xe, y BaC eCTb Apyrme napamMeTpbl:

NMpoBepka KoMnoHeHTa Ha BMpPYCbl HaA www.virustotal.com

lMpoBepka nogo3putenbHoro anna aHTueupycamm Ha VirusTotal - npoBepseTcsa dann HeCKONMbKUMN
aHTUBMpycamm Ha Beb-calTe VirusTotal.com.

MpumeyaHune: OTpuuaTenbHbin pesynbTaTt (0 HANAEHHbIX BUPYCOB) He BCcerga o3HauvaeT, uTo dann asnsertcs
3aKOHHbIM N He COAEePXUT BPpeAOHOCHOro Koaa.

MoMHUTE TakXKe, YTO MHOrMe aHTUBUPYCHbIEe CKaHepbl YacTo BblAaT JIOXKHblIe cpabaTbiBaHUA, 0CO6EeHHO, Ha
3aWMLEHHbIA/CXaTblh Ko4. [Ansg nonyyeHms aononHUTENbHON MHpopMaumn obpalwanTech Ha Virustotal.com

MpuMeHuUTb BbIGOP KO BCEM AENCTBMAM TEKYyLLEero Mmoayss:
Korpa sToT napameTp BbibpaH, SpyShelter 6yaeT npnMeHaTb Ball BbI6Op Ha Apyrmve AeNCTBMSA ANS TEKYLLEro
moayns (oH 6byaet paspewaTtb uam 610KMpOBaTb BCE BMAbI AEATENbHOCTU, B 3aBUCMMOCTM OT Bawero Bbibopa).

3anoMHuUTb MO BbI6GOp:

Koraa aToT napaMeTp BbibpaH, co3aaeTcs npaBuio B 3aknaake «fMpaBuna» n coxpaHseTcs B nporpamMmme.
Takum obpasom, B cneaytowmii pas, npu 3anycke SpyShelter, nporpamma 6ygeT aBToMaTUYeCKN NPUHUMATD
peleHns Ha OCHOBE COXPaHEHHOro npasuna.

Y Bac TakXe ecTb BO3MOXHOCTb BBoAa Installer mode — pexuma nHctannsumm (CMOTpUTE COOTBETCTBYIOLLMNM
pasanen).

Moxkanyncra, nmenTte B BMAY, 4To SpyShelter nHoraa noackaxeTt BaM, Aa)Ke, B OTHOWEHNMN TPaAULMOHHO
«be3onacHor» nporpaMmbl. OTO CBSA3a@aHO C MHOTMMM NMapaMeTpaMn NporpaMmsbl, Kak rinobanbHbeii hook .
MoaToMy pekoMeHayeTcs, 4Tobbl Bbl YMTanm BCO MHPOPMALMIO O IMYHOCTM NOoAMNMCABLLUEro U NyTb, rae
NpuUoXeHne A0/MKHO 6bITb YCTAHOBEHO.

Hanpumep, ecnu nosiBNSETCS OKHO C COOBLLEHMEM O AENCTBUMN NMPUNOXKEHUSA, KOTOPOMY Bbl AOBEPSIETE, TO HE
HYXHO 6eCnNOKOUTBLCS U ero COOTBETCTBYHOLLEE AeACTBME MOXET 6bITb paspeLleHo.

Korna Bbl HE YBEPEHbI, KakMe Mepbl C/ieAyeT NPUHATb, 06bIUHO PEKOMEHAYETCA NepBOHavanbHO 6/IOKMPOBATh
nporpamMMy. Ecnu Bawa cucrtema octaeTtcs cTabunbHOM, Aaxe Toraa, Koraa nporpamma 3anyueHa, MoXHOo
yAannTb 3TO NPUSIOXKEHME U3 YepHOro/6enoro cnucka n paspeLlnTb ero 3anyck.

Kak npaBwio, nognucaHHbIe MporpaMMbl SBNAOTCS 6e3onacHbiMKM. OaHaKo, ANs AOMNONIHUTENbHOW 3alUNTbI, Bbl
MOXKeTe NPOBEpPUTb MMS NoAMNMCaBLUEr0, YTOObl YBUAETb, KAaKOW TUM NPOrpaMMHOro obecneyeHuns atTa KoMnaHms
NMPOMN3BOAUT U Bbl, TaK)Xe, MOXeTe NMPOBEPUTb MYTb YCTAHOBKMU.

Paoom c «Pa3pewnTtb>» Ui «3anpeTtuTtb» AENCTBME Y BaC €CTb TaKXe BO3MOXHOCTb «[pekpaTturtb>»
npouecc.

NMpuMmeuaHue: Korga cncrema 3aBepluaeT NpoLecc, oHa He npekpalaeT nbble JoyepHue nNpouecchl,
KOTOpble npouecc co3aan.

MPUMEYAHUNE:
Mocne Toro, Kak Npouecc 3aBepLUIaeTCs, CO34aeTcsl NPaBuUSIo U COXPAHSETCs B CnMcke npaBua. TakuMm obpasom,
B Creaylowmii pa3, korga 3ToT npouecc 6yAeT NbiTaTbCs 3anyCTUTbCA, OH 6yAeT aBTOMAaTUYECKN NpeKpaLleH.

B 3aBMCMMOCTM OT NnapameTpa:
"MpuMeHnTb BbIGOP KO BCEM AEACTBUAM TeKyllero moaynsa"
byneT npekpalweHo 04HO YKa3zaHHOE AENCTBME UM BCE NMOAO3pUTENbHbIE AEACTBUS.
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OnoBELWEHUS - PEXUM YCTaHOBKM

YCTaHOBLMKY NPUIOXEHNS N 06HOBMIEHNS NporpaMMHOro obecnevyeHmns MoxeT noTpeboBaTbCsA
aBTO-pa3pelleHne NMeTb BO3MOXHOCTb UCMOMHUTL Apyrmne npouecchl (Tak Ha3biBaeMble 'JoyepHue npouecchl')
ANs Toro, Ytobbl YMEHbLNTb KOIMYECTBO JIOXKHbIX cpabaTbiBaHMWA.

Pexunm ycTtaHoBkK SpyShelter caenaeT npouecc yCTaHOBKM HOBbIX MPUIOXEHUA NpoLle.

Mpyn NonbITKe YCTaHOBUTb HOBOE NMpuioxeHue, SpyShelter 6yaeT nbiTaTbCa 0OHAPYXNTb PEXKNUM YCTAaHOBKMU 1
NOKaxeT HaANUCb PEXXUM YCTAaHOBKM MOJYXUPHbIM WPUGHTOM B HUXHEN YAaCTU OKHa, KOTOPOE MOsSBUTCS.

Haxxatmne Ha "pexum yctaHOBKMN" ByaeT Bbi3biBaTb OMOBELWEHNE NOATBEPXKAEHUS, KaK MOKAa3aHO HUXE:

p
SpyShelter Firewall &J

4o All actions will be allowed for this, some parent and child processes
(\; _) Note: Use this mode when you install, update or uninstall trusted
software
Do you want te continue?

Bbibepute [la, 4To6bl paspewmnTb BbIMOSIHEHME AOYEPHMX NMPOLECCOB C TEMU Xe NpaBaMu, 4YTo U
poOANTENBbCKUIN Npouecc
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Bknagka 3awmTa

SpyShelter nmeet ynobHbI nHTepdenc n oueHb NPOCT B UCMONb30BaHMN. SpyShelter coaepXnT MHOXeCTBO
pasfIN4YHbIX MoAyNeN, NpeaHa3HaUYeHHbIX A1 3allMTbl Balwlero KoMnbloTepa OT BPEAOHOCHOr0 NPOrpaMMHOro
obecnedeHnsa n NpeaocTaBAseT eMy MOJIHYH 3aWnTy OT Yrpo3 M aTak. DT MOAY/IM 3alMalT Bawy
MHMOPMALIMIO U NIUYHbIE AaHHbIE OT HE3aKOHHOM N BPEAOHOCHOW aTakw.

Monb3oBaTeNbCKUI MHTEpdENC NporpaMMbl COCTOUT U3 HECKOJIbKUX pa3aesioB. [1epBbIiM N3 HUX ABNSETCS
Bknaaka 3awumra:

S SpyShelter Firewall 10.1

Firewall

G, Shelter Firewall §)

Protection| Rules Log Window SandBox Firewall Keystrokes Encryption  Settings  About

Protection status:

Anti Keylogger Anti Kernel Mode Keylogger

Clipboard Protection Webcam Protection
Anti GetText Sound Protection

System Protection Firewall

388088 B
J U U & &

Screen Protection

‘«s <
U O U o

Keystrokes Encryption

Driver build time: Aug 26 2015 11:55:44 (31:10ffffafff) FW_WFP

34ecb Bbl MOXETE HayaTb UM OCTAaHOBUTbL O6LLYI0 3alWMTy AN BCEX MOAYJIEN, @ TaKXe BKIOUUTL UIN
OTKJ/TIOUUTb MoAyNM 6e30nacHOCTU. UTob6bl cAenaTh 3TO, HYXXHO MPOCTO Ha)XaTb Ha MaJIeHbKUIA 3HAUYOK C
LUIAapMKOM CrpaBa OT UMEHU MoAynNS.

o107 MHAWKATOP NokKa3sbiBaeT Boiki/Bkn obwel 3awmTbl 4ns Bcex moaynen, (Bbl MOXeTe HaxaTb Ha
MHAMKaTOP).

Ecnu Bbl XOTUTE NPOCTO BPEMEHHO OTKJIIOUMUTb 3alMTy, NoXanyhicra, cneaymte MHCTPYKUMSM B OKHE, KOTopoe
nosiBUTCA (Bbl MOXeTe YBUAETb 3TO HUXKE).
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Firewall

P
MNpuMeyaHme: SpyShelter Firewall =
Mpu OTKAOYEHNM 3aLNTBI Ha BalLel MalluHe, ,

BpeAOHOCHbIe MpOrpaMMbl, KOTopble 6blaun When general protection is disabled, malicious software can
3a610KMpPOBaHbl, MOTYT, 3aTeM, 3apa3uTb Bally install hooks, which cannot be blocked even if you later on
CUCTEMY M MOTYyT 6bITh 3a6/10KMPOBaHbI BHOBb, B

Do you really want to disable protection?(System restart may
TO/IbKO, NPV NOBTOPHOM 3anycke SpyShelter. be required in order to restore full protection)

PekoMeHayeTca nepesarpyxaTb CUCTEMY AnS TOro,
yTO6bl 06ECMEUYNTb MOMHYIO 3aLLUTY NMPUOXKEHUS,
Korga ecTb 3anpoc caenaTb 3TO. oK ] [ Cancel

("] Do not show this dialog window again

SpyShelter 3awmTa COCTOUT U3 HECKOJIBKUX MOAYNEN,
KOTOpbl€ BbIMOSIHAOT pa3/inyHble QYHKLUNN:

KnaBuatypHbii AHTU-LUMNUOH:
3awmuaeT Bawy CUCTEMY OT K/laBUaTypHbIX LLIMUOHOB.

AHTU-3axBaT 3KpaHa:
3awuuiaeT Bally CUCTEMY OT 3axBaTa dKpaHa.

AHTM-3axBar 6ydepa obmeHa:
3awmuiaeT Bawy CUCTEMY OT 3axBaTa bydepa obMeHa.

AHTN-GetText:
3awmulaeT Bawy CUCTEMY OT 3axBaTa TeKCTa C noMouwbio pyHKunm gettext.

3awmTta CUCTEeMbI:

3awumuwaeTr YYBCTBUTEJIbHbIE obnactn Bawwen cuCcTemMbl OT BpeAOHOCHbIX I'IpVIJ'IO)KeHM[/lI.

AHTH-3axBaT B Pexxume AAppa:
3awuaeT cuctemMy OT nNepenoBbiX KENAOITEpPOB pexunMa aapa.

AHTM-3axBarT Beb6-kamepbl:
3awmulaeT Bawy cuctemy ot 3axsaTta Web-kamepbl.

AHTN-3BYKO3anuch:
3awmuaeT BawWwy CUCTEMY OT rosiocoBbixX perncrpatopos VOIP, HanpuMep, Npu Mcnosib3oBaHuu
CerogHsWHUX NHTEPHET-MEeCCEHAXEPOB.

AHTU-LLNUWUOH ceTu:
3awmuiaeT Bawy cuctemy ot 3axsaTta SSL v HTTP/HTTPS/POP/SMTP/FTP.

MpuMeyaHue:
EcTb HekoTOpble pa3nmums B 32 n 64-pa3psigHbix Bbinyckax SpyShelter ana Windows. 64 6uTHoe
n3pgaHMe MMeeT BCTPOEHHYI0 3aWmMTy CUCTeMbl No4 HasBaHmeM patchguard, koTopas no3BonseT 3Tu
BbINYCKK AN paboTbl C HE3HAUYMTENbHOW BHewHen 3awmnTton. OgHako, SpyShelter no-npexHemy
obecneymBaeT O4YEHb BaXKHY pPaCLUMPEHHYIO 3aWnTy aAnst 64 OUTHbLIX CUCTEM.
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Bknaaka «Mpasuna»

O6uwue

Bknagka Ob6wue otobpaxaeT BCce NpaBuia, Co34aHHble B OTBET Ha onoBeweHnsa cnctemol 6esonacHoctn. OHa

CoAepXUT nHbopMauno 0 AONYLLEHHbIX N HE A0ONYLWEHHbIX KOMMOHEHTaX, KoTopble 6blin 06HapyXXeHbl
SpyShelter, n3-3a cBoero nogo03puTENLHOIO NOBEAEHUS.

S SpyShelter Firewall 10.1

QY Shelter

Firewall

Firewall §

Protection | Rules LogWindow SandBox Firewall Keystrokes Encryption  Settings  About

General Application Execution Control

=4 e m =% @3S O

Allow  ActionT... Compongnt na... Component path Hash Protection Module Date |
< 50 chrome.exe C:\Program Files (x86)\Google\Chrome... 48... Firewall 2015-08-26 14:21

) 7 chrome.exe C:\Program Files (x86)\Google\Chrome... 48... Anti Keylogging 2015-08-26 14:21

) 48 chrome.exe C:\Program Files (x86)\Google\Chrome... 48... Firewall 2015-08-26 14:21

d) 51 chrome.exe C:\Program Files (x86)\Gooagle\Chrome... 48... System Protection 2015-08-26 15:02 =
&) 47 chrome.exe C:\Program Files (x86)\Gooale\Chrome... 48... System Protection 2015-08-26 15:13

& 31 chrome.exe C:\Program Files (x86)\Google\Chrome... 48... Webcam Protec... 2015-08-26 15:14

) 24 dllhost.exe C:\Windows\System32\dllhost.exe 00... Clipboard Prote... 2015-08-26 14:16

V) All actio... explorer.exe C:\Windows\explorer.exe 00... All modules 2015-08-26 14:20 g
\d) 50 GWXUX.exe C:\Windows\System32\GWX\GWXUX.exe  00... Firewall 2015-08-26 18:12

d 48 GWXUX.exe C:\Windows\System32\GWX\GWXUX.exe  00... Firewall 2015-08-26 18:12

V) 50 iexplore.exe C:\Program Files\Internet Explorer\iexp... DO0... Firewall 2015-08-26 14:15

@ 26 iexplore.exe C:\Program Files\Internet Explorer\iexp... DO0... System Protection 2015-08-26 14:15

V) 51 iexplore.exe C:\Program Files (x86)\Internet Explore... DO0... System Protection 2015-08-26 14:16

& SN isynlare ave C\Pranram Filec (¥vRAW\Tntarnat Fynlnre nn Firawall 2N15-NR-2A 14-1A -
Search... <3

Driver build time: Aug 26 2015 11:55:44 (31:10ffffafff) FW_WFP

B BerHeVI YacTu 3TOM BKAAAKW Bbl MOXETE YBUAETb CEPUI0 MKOHOK. KaXxaas U3 HMUX BbINOSIHAET
onpegeneHHble aencrteus. B nopsaanKe cneBa HanpaBo:

CospaTtb nosib3oBaTesibCKMe npasuna:
DTO No3BOASET co34aTb NMOMHOCTbIO HAacTpanBaeMble npasuia anda nboro danna. NpocTto BbibepuTe NyThb K
danny (KOMNOHEHT) 1 onpeaenuTe, Kakme AeNCTBUSA Bbl XOTUTE pa3peLllnTb UK 3anpeTuTb.

Componrent path:
Custom reteork nide: <none> -~
Incoming network Taffic: S Defauit -~ Cutpoeg network Tafhic: IR Defaudt -~
Al general sctors: ) Cussom -~ Execution of an appicason: i Defaudt -~ v‘
Reccrding keyboard rput: i Default - Scaeenshomng: P Defaudt -~
Global Hooks: i Defaudt ~ Modifying protected registry keys: ) Defacdt -
Cipboard monitonng: il Cefauit ~ Accessng o webcam: M Oefauilt ~
Accessing 10 soursd record device: il Defacdt -~ Gettng text of other process window: il Defaudt -~
CThanging properties of other process vndow: il Defauit -~ Modfying protected files or foiders: ) Oefauit -
Moo ¥ of oher ox # Oefoudt - Readng v of pe o : P Defaudt -
Harddek wwrite sccess: ) Oefacit ~ Phiysical memocy access: Ml Defacit ~
Inter -Orooess Commmrscaton: M Defacdt - Accesseng 1o DNS Resolver network service: il ODefault -
Accessing %o the system debugoer: ) Defacdt -~ Loading drivers: ) Cefaudt -
Registerng service or drtver: i Oefacdt et Modifyeng services or drvers: ) Oefaudt - & 11
Load... Save... L= Canced




Y Shelter Firewall @

Firewall

Monb3oBaTtenbckoe Ceresoe lNpaBuno:
3Ta dyHKUMSA NO3BONAET oNpeaenuTb pacllMpeHHble ceTeBble NapaMeTpbl AN KOMMOHEHTa.

Ona Toro, 4tobbl CO34aTb HOBOE ceTeBOE NpaBu/o, Bbibepute NyTb KOMMNOHeHTa (danna), WeSKHUTe Ha
packpbiBatolwemcsa cnucke «Mosnb3oBaTenbCcKoe ceTeBoe NpaBuio» 1 BbibepuTe KOMaHAY Bbl6paThb.

S Create rules -
Component path: C:'Program Fies (x86)\Internet Explorer jexplore. . exe
Custom network ruie: | TS S =)

<none >
tncomn e EE Y Qutgong netwok rafic: | @ Alow
-
All general actions: | (59 Allow . < Execution of an application: @ Default v =
Load... Save... oK Cancel

OTKpOETCS HOBOE OKHO, KOTOPOE MO3BOJIMT BaM yNpaBaAaTb N0/b30BaTE/bCKUMUM NMpaBuIaMm NpeceTos.
HaxmnTe Ha Co3aaTtb, 4YTO6bl CO34aTb HOBOE. Bbl TakXe MOXeTe peAakTUpoBaTh CyLLECTBYyloWee NpaBuo,
BbI6paB ero 1 Ha)aB Ha KHOMKY U3MeHUTb.

v o6wume>

Select rule

General | Ingoing requests | Outgoing requests

Rule name Uma npasuna:

Create MoxHo 3aaaTb nboe nms

= ana npaswuna. Rule name: Test
Tvn npasuna:

Delete Bboibepute, ecnn Bbl XO0TUTE Rule type:  Allow network traffic v
paspewunTb WIn 3anpeTnTb
ceTeBOW TpaduK B 3TOM Protocol: | TCP or UDP v
npasune.
MpoTokon: Direction: ' Ingoing & outgoing v

BbibepuTe, Kakol NpoToKon
cnepyeTt MCNosib30BaTh.
HanpasneHue:

BbibepuTe, ecnu Bbl XoTUTE
co3aaTb NpaBwuao ans
BXOAALWNX, NUCXOAALWNX NN
Ansa obonx HanpaBneHui

ABUKEHUS.
ICMP Tpaduk:
X OTMeTbTe 3TO, ec/n Bbl
I
— XOTUTE MPUMEHUTb NPABMUIO K ok || Conce

ICMP-Tpaduky.
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Bxoasuwmne 3anpochbl

MNpenocTaBnseT cnncok IP-agpecoB 1 NOPTOB A8 BCEX BXOASLWMX 3aMpoOCOB, KOTOPbIE Bbl XOTUTE (DUIbTPOBATD.
HaxmMuTe 4 3Hayok, 4Tobbl A06aBUTbL HOBble aapeca u  _ , YTO6bl yAannTb OAUH U3 CYLLECTBYIOLLUX.

\"
Mocne TOro, Kak Bbl WWENKHUTE t , OTKPOETCA HOBOE OKHO.
BbibepuTte npoTtokon, oamH IP-agpec wnn gnanasoH IP-agpecos u
General | Ingoing requests | Qutgoing requests BBeauTe IP-HoMep(a).
\"
Local IP(s):
127.0.0.1-127.0.0.100 Protocol: TCP or UDP -
Single IP
@ IP Range
e .
Local Port(s): FirstIp: 127.0.0.1 LastIP: 127.0.0.100
2179 OK Cancel
+ HacTpoiika BbINOMHSAETCA TOYHO TakK Xe 1 AN NopTOoB. v
o oK Gy Protocol: TCP or UDP -

Single Port

@ Port Range

"CXOAHI.I.IVIG 3anpochol Firstport: 21 Last port: 79
MpenoctaBnsaeTt cnucok IP-agpecos u

NOpTOB AJ19 BCEX UCXOASALWMX 3arnpocos, ]
KOTopble Bbl X0TUTE GDUNbTPOBATH.

Haxmnte = 3Ha4ok, yTobbl 406aBUTL

HOBbIV agpec U _ , 4yTobbl yaanutb

CYLLECTBYOLWNNA.

Cancel

\'

lMocne HaxaTnsa KHOMKMU & , MOSIBUTCS HOBOE OKHO. Bbibepute
npoTtokon, oauH IP-agpec nnu gnanasoH IP-agpecos v BBeguTte
Homep(a) IP.

\"

General | Ingoing requests | Outgoing requests

Remote IP(s):
192,168.0.100-192.168.0.110
Protocol: TCP or UDP A
Single IP

L @) IP Range
Remote Port(s):
3113115 FirstIP: 192.168.0.100 LastIp: 192.168.0.110|

OK | Cancel
R L

Test OK Cancel
13



HacTpoiika BbINONHAETCA TOYHO TaK Xe U ANs MNOPTOB. y

Protocol: TCP or UDP v

() Single Port

@ PortRange

Firstport: 3111 Lastport: 3115

oK H

Cancel

MOXHO, TakXe, BbIMOJIHUTbL TECT Ballero
BHOBb CO34aHHOro NpaBuia, HaXxas Ha
KHOMKY TecT. (CM. Ha CTpaHuLe Bblle)

BbibepuTe NpoTOKOA, HanpasBseHue,
Beeaunte IP 1 NopT 1 HaxXMuTe KHonky TecT,
yTobbl YBUAETL, ByaeT nn coegnHeHune
3abnoknpoBaHo.

PepakTtop npasun: DTa onums No3BOISET BaM penakTupoBaTb NpaBu/ia BbI6paHHOFO KOMMOHEHTAa.

S Edit rules for iexplore.exe - X
Custom network rule: | <none>
Incoming network traffic: | @ Default Outgoing network traffic: | &4 Allow -
All general B Custom Execution of an application: | @@ Default -
actions:
Recording keyboard input: | @ Default Screenshoting: | @ Default -
Global Hooks: @B Default Modifying protected registry keys: | @ Default -
Clipboard monitoring: - Accessing to webcam: | @ Default -
Accessing to sound record device: L2 Deny w Getting text of other process window: | @ Default -
4P Default -
Changing properties of other process window: mp Modifying protected files or folders: @B Default -
Modifying memory of other processes: | @ Default Reading memory of protected processes: | @ Default -
Harddisk write access: | @ Default Physical memory access: | @@ Default -
Inter-process communication: | &4 Allow Accessing to DNS Resolver network service: | &4 Allow -
Accessing to the system debugger: | @B Default Loading drivers: | @ Default -
Registering service or driver: @ Default Modifying services or drivers: | @ Default -
Accessing to Raw Socket: | @ Default Blocking keyboard input: | @ Default -
Shutdown the system: | @@ Default Creating alternate data streams: | @ Default | o
Load... Save... OK Cancel
C - N
OXpaHEHue npasun: Creating a rule template
Mocne TOro, Kak Bbl HaACTpouTe nNpasuia, y BacC
€CTb BO3MOXHOCTb COXPaHUTb UX KaK WabnoH
p ' New template name: test rule]
Ha>aB Ha KHOMKY <<COXpaHVITb. ..» B HNXXHEM
NeBOM yray okHa. (CM. BbiwWwe)
[ OK ] ‘ Cancel ’
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3arpy3ka npaBun:

Bbl MOXeTe 3arpy3uTb COXpaHeHHbI WwWabnoH npasuia, Haxas
kHonky "3AIMPY3UTb ... ", pacnonoXeHHY B JIEBOM HUXHEM
yrny okHa (cM. Bbiwe). Boibepute coxpaHeHHbI WwabnoH
npasuna n Haxmmte OK. 3arpyxeHHoe rnpasuio nepesanuvwetT
cylecTeytollee npasuio. >

UmnopTt npaBun u3 cdaina:

Ecnu y Bac yxe ecTb psig npaBu/, COXpaHEHHbIX B
dann, Bbl MOXETE MMMOPTUPOBATb UX B MPUITOXKEHUE,
6e3 Heob6X0ANMMOCTKN YCTaHaBAMBATb NMpaBuia no
OAHOMY.

SkcnopT Bbi6paHHOro npaswus(a) B dpann:

Bbl MoXeTe Bbi6paTb O4HO MM HECKONbKO AENCTBUM
(ecnu Bbl 6yaeTe aepxaTb knasuwy Ctrl Bo Bpems
HaXkaTuUs Ha KOMMOHEHThI, Bbl cCMOXeTe BbibpaTb 6onee
OZIHOr0) W 3KCMOpPTMPOBaTh UX B (ann.

dkcnopTupoBaTb BCe NpaBuna B c¢ain:

OTO NO3BONSIET 3KCMNOPTUPOBATb BCE YCTAHOB/IEHHbIE
npasuna B ain. 3ToT NnapaMeTp MoxXeT 6bITb Nosae3eH,
Korga, Hanpumep, Bbl XOTUTE cAeNnaTb pe3epBHYIO
KOMWIO BallMX nNpasBul.

Bbl MOXeTe yaanuTb O4HO UMW HECKOJIbKO NpaBu 13
Bawero cnucka. Ecnun Bbl xoTuTe ypanutb 60nee yem
OZHO MpaBuMO 3a pas, HaXxmuTe knasuwy Ctrl,
BblbMpasi 3/1IEMEHTbI, KOTOpPbIe Bbl XOTUTE YAANTUTb.
Yaanutb Bce npaBuna: o
Mpu BbIBOpE 3TOro AECTBUSA yAansTCs BCe Npasuna,
KoTopble 6blNM paHee yCTaHOBMEHbI.

OuyucTuTb Npasuna:

Ecnn nocne pgobasneHus nanku B CNUCOK, Bbl byaeTte
yhandaTb 3Ty Nanky C XKecTKoro Aucka, 3Ta onuuvsa gaet
BaM BO3MOXHOCTb OYMCTUTb BCE NMpaBua, KoTopble
No-NpexXHeMy MOryT OTHOCUTbLCS K yAasIeHHOW rnarke,

7~

Load a rule template

Name

test rule
test

OK ‘ [ Cancel

Action Type  Protection module

Hash

Date

C:\Program Files ... 486B0C00D0SA3AD4D35807...

Comment

Cleanup Rescan

Componentname  Path
yYaanutb npasuna: V) chrome2.exe

Close

NMOTOMY UYTO OHU 60JIblLE HE HYXHbI.

Ao6aBuTb paitn B UCKNIOUYEHUS:
Ecnn ectb HekoTopble galinbl, KOTopble
Bbl XOTUTE UCKIOUYNTb (4TO O3Ha4aeT, 4YTo

Bbl HE XOTUTE, YTOObLI OH 61OKMpOBaCs),
Bbl MOXeTe A06aBUTb X B CMIMUCOK
ncknYveHum. Taknm obpasom, Bce
aencrteuns ans aTux gannos 6yayt
pa3peLleHbl.

[o6aBuTb Nanky B NUCKJIKOYEHUSA:
OTO AencTBUuE ABMSIETCS TaKUM Xe, Kak
npeablgyuiee, HO B 3TOM c/y4yae, MOXHO
n06aBuUTb Lenyto nanky B CNUCOK
WCK/IIOYEHUIN C ABYMS BapuaHTaMu.

@ Exdude only those files that exist in this folder at the moment.

") Exdlude existing files and any future files in this folder.

OK

Cancel

Add exclude folder
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UcknrounTb TOoNbKO Te (raiisibl, KOTOPble CYLLEeCTBYOT Ha AaHHbIA MOMEHT B 3TOM nanke- 3Ta onuus
6yneT ncka4vaTb BCe dannbl, NPUCYTCTBYOLWME B Narnke npu Co3gaHMM 3Toro npasunaa. 3TO O3Ha4vaeT, vTo
eCcnn Bbl Cco3aaanTe/nepeMectnTe HoBble paibl B 3Ty NanKy Nocie ee UCKAYeHUs, 3TN gaiinbl He 6yayT
WUCKJIt0YEeHbl. DTO caMblii 6e30nacHbIn BbI6OP.

UcknrounTtb cywecteyowme cdainbl 1 nobblie 6yaywme dpamnbl B 3TOM nanke - 31a onuunsa byaert
WCKOYaTb BCE CyLLeCTBYlOLWME, B HacToswee BpeMs, dalinbl B Nanke, a Takxe Bce byaywme dannbl. D10
MeHee 6e3o0nacHO, YeM nepsBbli BapmaHT; OgHAaKo, 3TO MOXeT 6bITb NONE3HO A/ NoJib3oBaTenen,
KOTOpble 4acTo U3MeHsoT dhannbl.

MpumeyaHue: Pain, KOTOpPbIA Bbl/1 OTPEAaKTUMPOBAH pacCMaTpPMBAETCHA KakK HOBbIN dann.

HaiTu BCce npaBu/1a KOMNOHEHTA:
OTa dyHKUMA NOKAXET BaM BCe NMpaBufa, co3fgaHHble Ansa BbiI6paHHOro, B HacTosillee, BpeMsi KOMMOHEHTa.

MposepuTtb pain Ha VirusTotal.com:
OTa pyHKUMA NO3BONSET CKaHNMPOBaTb OHMAMH, B HacTosiwee BpeMs BblbpaHHbIA KOMNOHEHT, 6onee yem 40
pas/INYHbIMWU AHTUBMPYCAMMU.

Adetann KOMNOHEHTOB:
OTO AeicTBME NO3BONAET YBUMAETb AE€TaNN BbIOPAHHOIoO 3/71eMeHTa, B TOM YuCsie NOAMNMCAHO MPUOXEHNE UIN
HeT, noanuncaslee NMuo (ecnm TakoBoe nmeeTtcs), NyTb K danny, pasmep danna n xaw danna.

BnokupoBaTb BbiNOJIHEHUE KOMIMOHEHTAa:
[Mo3BoNgeT NOAHOCTbIO GHOKVIpOBaTb BbIMO/IHEHNE KOMMOHEHTA.

LLlenkHYB NpaBoii KHOMKOW MbILLIW Ha CTPOKE, Bbl BbI3OBETE MEHIO, COAEPIKALLEE BCE 3TU AENCTBUS, KAk Bbl
MOXETe BUAETb HA CKPUHLIOTE HUXE:

S SpyShelter Firewall 10.1 X

&Y% Shelter

Firewall &

Firewall

Driver build time: Aug 26 20

Block the component execution k

% Cleanup rules

= Add exclude file

7% Add exclude folder

P2 Check the file on VirusTotal.com

Protection | Rules ‘ Log Window  SandBox  Firewall Keystrokes Encryption  Settings  About
General | Application Execution Control
— £ o =>w —wmY T3 .0P)] O
Allow ActionT... Compon;nt na... Component path Hash Protection Module Date =
& 50 chrome.exe C:\Program Files (x86)\Google\Chrome... 48... Firewall 2015-08-26 14:21
) 7 chrome.exe C:\Program Files (x86)\Gooagle\Chrome... 48... Anti Keylogging 2015-08-26 14:21
(&2 48 chrome.exe C:\Program Files (x86)\Google\Chrome... 48... Firewall 2015-08-26 14:21
&) 51 chr / Edit the component rules gle\Chrome... 48... System Protection 2015-08-26 15:02 =
d) 47 chr gle\Chrome... 48... System Protection 2015-08-26 15:13
+ Create rules for a component
&) 31 chr ) gle\Chrome... 48... Webcam Protec... 2015-08-26 15:14
< 24 diy @ Component details ost.exe 00... Clipboard Prote... 2015-08-26 14:16
& 57 diit < Import rules from file Ilhost.exe 00... System Protection 2015-08-26 19:58 |
<@ All actio... exX] L Export selected rule[s] to file 00...  All modules 2015-08-26 14:20
.d, 50 GW - . VX\GWXUX.exe 00... Firewall 2015-08-26 18:12
- = Export all rules to file ~
g, 48 GW - VX\GWXUX.exe 00... Firewall 2015-08-26 18:12
< 50 iex -~ Find all rules of component Explorer\iexp... DO0... Firewall 2015-08-26 14:15
< 26 iex &2 Make it denied Explorer\iexp... DO... System Protection 2015-08-26 14:15
) 51 ioy — Remove rule[s] armat Fynlara nn Quetem Pratertinn 2N15-NR-2A 14-1A -
Search... == Remove all rules
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NMaHenb noucka:
2T0 none no3sosiseT BaM duabTpoBaTh NpasBuia ANs T1oro, 4YtTobbl HANTU KOHKPETHYIO 3anuncb. Bl
MOXeTe UCKaTb NYTb U MMSA KOMMOHEHTA.

S SpyShelter Firewall 10.1 x

Shelter 7 \G
(Spy Lz Firewall &
Protection Rules I Log Window  SandBox  Firewall Keystrokes Encryption  Settings  About

General Application Execution Control

= /4 o mw (==Y &SP @

Allow ActionT... Compongnt na... Component path Hash Protection Module Date

) 50 iexplore.exe C:\Program Files\Intemet Explorer\iexp... DO... Firewall 2015-08-26 14:15

<2 26 iexplore.exe C:\Program Files\Intermet Explorer\iexp... DO... System Protection 2015-08-26 14:15

2 51 iexplore.exe C:\Program Files (x86)\Internet Explore... DO0... System Protection 2015-08-26 14:16

@ 50 iexplore.exe C:\Program Files (x86)\Internet Explore... DO... Firewall 2015-08-26 14:16

@ 51 iexplore.exe C:\Program Files\Internet Explorer\iexp... DO... System Protection 2015-08-26 14:16

<2 48 iexplore.exe C:\Program Files (x86)\Internet Explore... DO0... Firewall 2015-08-26 14:16

<2 All actio... iexplore.exe C:\Program Files\Internet Explorer\iexp... DO0... All modules 2015-08-26 14:16

2 All actio... iexplore.exe C:\Program Files (x86)\Internet Explore... DO0... All modules 2015-08-26 14:17

iexp | €3
Driver build time: Aug 26 2015 11:55:44 (31:10ffffafff) FW_WFP

Mpn HaxaTMK Ha 3/1EMEHT B CNUCKE, B HMXHEN YacTu OKHa, Bbl yBUAUTE KOMMEHTapuin, KOTopbin byaeT
06BbACHATL, Kakne AencTBus BblbpaHHbIA KOMMOHEHT NbITAETCA COBEPLUNTD.

Mpumep
Uma koMmnoHeHTa: example.exe

PaspewuTtb: [la 03Ha4yaeT, YTo Bbl N03BONAMAM TN [leUCTBUA: HOMEP TUMNa AeACTBUS ANs
example.exe. Bbl TakXXe MOXeTe yBUAETb NyTb K example .exe, a Takxe MoAyJib 3aliUThbl,
KOHTPONUpPYOLWMIA AeAiCTBME KOMMOHEHTA.

Mocne yganeHns anemMeHTa U3 CNMcKka B paMKax nporpamMmbl, 6yaeT aBToOMaTU4yeCckn NpoaHann3nposaH
KOZA nocsie TOro, Kak BHOBb 06Hapy>XUTCS 3TOT KOMMNOHEHT, 1 6yaeT 3agaH BaM BOMPOC, XOTUTE NN Bbl
pa3pewnTb UNn 3anpeTuTb ero paboTy B Bawen cucrteme.

3Hauku ctonbua PaspewnTtb
9 MpaBnno no3BonseT agencrteme n 6bI10 CO34aHO BPYUHYHO MOJSIb30BaTENEM B CTPOKE.
' MpaBnno no3sonseT AelcTBUE U 6bINO aBTOMaTUYECKM CO3/laHO Ha OCHOBE NapaMeTpoB 6e30MNacHOCTM
) MpaBuno 6J10KMPYET AENCTBUE U BbIIO CO3A4AHO BPYUHYIO NONb30BaTENEM B CTPOKE.



KOHTpPO/1b BbINOJIHEHUSA NMPUJIOIKEHUSA

OTa BKlagKa COAEPXUT NpaBusa, Ha OCHOBAHHUM KOTOPbIX SpyShelter npuHMMaeT peweHune
3ab6/10KNMpoBaTh WK paspeLnTb BbIMOJIHEHMNE MPUNOXEHUSA. BepxHAs 4acTb COAEPXUT CMNCOK
pPOAMTENbCKUX MPUNOXEHUNA npouecca. HMXHAS YyacTb COAEPXNT CNMCOK NpaBu/ Ao4YepHero npouecca
ONs BblIbpaHHOro npunoxeHusa (Npouecca) B BEpXHEN YacTu. (CM. HUXKE)

S SpyShelter Firewall 10.1

G Shelter Firewall §

Firewall

ro on 0] Inaow n X Irewa roKes encryption INgs u
Protecti Log Wind SandBox Firewall  Keystrokes Encrypti Settings ~ About

General Application Execution Control

Component name Component path Hash 2
<All components= <All components:

nvxdsync.exe C:\Program Files\NVIDIA Cor...  481F130... =
explorer.exe C:\Windows\explorer.exe 00D228B0...

taskeng.exe C:\Windows\System32\taske... 0016070...

dllhost.exe C:\Windows\SyswOowe64\dllh... 001C000...

iexplore.exe C:\Program Files\Internet Ex... ~ D06COCO...

chrome.exe C:\Program Files (x86)\Gooagl... 486B0CO... =
All... Application To Execute Hash Date

Driver build time: Aug 26 2015 11:55:44 (31:10ffffafff) FW_WFP
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Bknaagka XypHan

Firewall &

Protection  Rules ’Log Window| SandBox Firewall Keystrokes Encryption Settings About

Allow  Date ActionT... Component na... Path Protection Module Target object
& 2015-... 22 iexplore.exe C:\Program Files\Int... Screen Protection
& 2015-... 51 iexplore.exe C:\Program Files\Int... System Protection IntemetExp...
< 2015-... 53 iexplore.exe C:\Program Files\Int... Firewall "C:\Progra...
& 2015-... 26 iexplore.exe C:\Program Files\Int... System Protection HKCU\Softw...
& 2015-... 50 iexplore.exe C:\Program Files\Int... Firewall

() Create log file ("] Append log
liexpl| | €3

34ecb Bbl MOXETE YBMAETb BCIO UCTOPUID AENCTBUIA M NMPUKA30B K TOMY BPEMEHM, KOrga 3TO MpoM30LLJsIO.
Bce 3anucuK XpaHATCSA TOJIbKO OZHY CECCUI0 NMPUNOXEHUSA. ECNM BaM HYXXHO MMETb MOJIHbIN XypHan
[EeSATeNbHOCTU, Bbl AO/IXKHbI UCMOJIb30BaTb BapUAHT, U3MOXEHHbI HUXE.

Ao6aBnTb XXypHan:
Korga sToT diaxxok yctaHoBneH, SpyShelter coxpaHsieT nor dann. MoXXHO NPOCMOTPETbL €ro No3xe,
LWEeNKHYB NpaBoii KHOMKOWM MblWKM Ha 3anunck 1 Bbibpas NMpocMmoTp daina xypHana.

Koraa Bbl WEeNnKHUTe npaBoﬁ KHOMKOWM MbIWN Ha 3J1IEMEHT, BaM 6y,u,eT npeannoXeHo ABa BapUaHTa:

MpocmoTp ¢aina xxypHana:
OTOT NMapaMeTp N03BOJISEeT NPOCMOTPeTb (haia XypHana nocneaHen cecCMy NporpaMmbl.

YapaneHuve >xypHana:
STa onuusa COTpPEeT BCE MYHKThbI, MepeyYnCiieHHble B HacToslllee BpeMs, U Becb pans XypHana us
nocnegHen ceccmu NporpaMmoi.

NMaHenb noucka:
3To none no3ponseT puabTpaunto gaina xypHana ansg Toro, 4Tobbl HAWTU KOHKPETHY 3anuncb. Bbl
MOXEeTe UCKaTb NyTb U UMS KOMIMOHEHTA

Mpu HaXaTUn Ha 3N1EeMEHT B CNUCKE, B HMXXHEN 4acCTu OKHa, Bbl YBUAUTE KOMMEHTapuii, KOTopbln 6yaeT
06bACHATb, Kakne AeNCTBUS BblIOPaHHbIN KOMMOHEHT MblTancs NpeaAnpuHAaTbL
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Bknagka "lMecoyHnua — OrpaHuyeHHsble MNpunoxeHna"

MecouHunua SpyShelter (OrpaHunyeHue MNpunoxxeHnn) ncnonblyet orpaHndeHne SID n hooks ang toro,
4yTO6bI 3aWMTNTL Baw K. DTO No3BONASET BaM Bbl6paTb NPUIOXEHMS, KOTOPble Bbl XOTUTE 3anyCTUTb C
60/1e€ HU3KMM YPOBHEM NpuBMNErvin. NMpunoxeHns, BbIMOJHSAIOLWMECS B OrPaHUYEHHOM pEXUME UMEKT
OrpaHUYeHHbIN AOCTYMN K CUCTEMHbLIM pecypcaM, HanpuMmep, Kja4daM peecTtpa, dannam, seb-kamepe,
MUKpOMdOHY, KnaBnatype, yctaHoBke hooks, 06bIYHbIM aAMUHNCTPATUBHbIM 3ada4aM (Hanpumep,
OCTaHOBKa, perncrpaumus, cnyxbbl n gpaneepbl) U Tak ganee.

Apyrve orpaHu4YeHus Ans NPUI0XKEHUN, BbINMOJIHAOLWMNXCA B OFPAaHUYEHHOM peXxxuMme:

1) Het 3anucum B KycT peectpa HKLM (gocTtyn K Apyrum pasgenam peectpa MOXeT 6biTb TaK)Xe OorpaHuYeH).
2) OrpaHunyeHHbIn goctyn K annam (Kak Bbl MOXETE BMAETb HA COOTBETCTBYIOLWEN BKNagke SpyShelter).
3) OrpaHnyeHns Ha gpyrue cMcTeMHble 06bekTbl (Ha OCHOBE NapaMeTpoB CUCTEMbl 6@30MacHOCTH).

4) Bce onacHble AencTBms 6/10KMPYIOTCS aBTOMaTUYeCcKu AN NPUIOXEHUN, BbIMOAHSAKOWWMXCS B
OFpaHUYEHHOM pexume.

5) [louepHun npoueccbl OrpaHMYEHHbIX MPOLECCOB TaKXe OrpaHMYeHbl.

DTOT pexuMm MoxeT 6biITb MCN0Ib30BaH AN 3anycka Beb-6pay3epa, NOYTOBbIX KJIMEHTOB, MTHOBEHHbIX
coobLWeHNM nnu ntbbiXx HEN3BECTHLIX MPOrpamMmM.

Bknapka UHpopmaunsa
OTa BKNagkKa cogepxXxuT ceeaeHmsa 06 aton dyHKuun.

S SpyShelter Firewall 10.1 X

QY Shelter Firewall &

Firewall

Protection Rules Log Window ISandBoxl Firewall —Keystrokes Encryption  Settings  About

Information | SandBoxed apps list | Folders with write access | File access violations = Executed as restricted

SandBox feature allows you to define a list of applications which you want to run with limited
privileges.

This feature:

-Increases chances of blocking attacks launched through holes in applications.

-Restricts access to system resources such as registry and files.

-Limits access for recording keyboard input, getting screenshots, accessing to other processes and so on.
-Protects from shatter attacks, it makes exploits unable to increase their own rights.

You can view which directories are writeable with appropriate Spyshelter's tab.
Warning: Do not try to launch critical system processes in restricted mode.
Note: Since privileges for some system actions are strongly limited,

it's not guaranteed that all programs will run or work properly if restricted.
Note: Windows 8 64bit is not fully supported.

You can learn more about SandBox feature in the SpyShelter Help File.

This feature is available in SpyShelter Premium and SpyShelter Firewall.

Driver build time: Aug 26 2015 11:55:44 (31:10ffffafff) FW_WFP
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Bknaaka Cnucok OrpaHuuyeHHbix NMpunoxxeHuin

DTa BK/MagKa COAEPXUT CINCOK OFrpaHUYEHHbIX MPUNOXKEHUN.

Spy L Firewall &

Firewall

Protection Rules Log Window SandBox| Firewall = Keystrokes Encryption  Settings  About

Information = SandBoxed apps list ' Folders with write access | File access violations | Executed as restricted
& 03 =»

Path Subfolders W S

& C:\Program Files (x86)\Internet Explorer\iexplore.exe - -

[7) webcam capture [] Sound record

Driver build time: Aug 26 2015 11:55:44 (31:10ffffafff) FW_WFP

Tpun ManeHbKMX 3Havka B BerHeVI YacTy NO3BONSIOT BaM BbIMNOJIHUTb HECKONIbKO AENCTBUN:

Do6aBuTtb ainn:
Bbl MOxeTe BbibpaTh daiin ansa nobaBneHMsa B CNMCOK (TO eCTb NPUIOXEHNE, KOTOPOE Bbl XOTUTE
BbIMOJIHUTb KakK OrpaHuM4eHHoe).

Ao6aBuTb Nnanky:
Mo>HO Takxe A06aBMTb Leny nanky, BMecto o4HOro garnna. B aToMm cnyvyae, BCce NPUNOXKEHMUS,
cogepxauimecs B BbibpaHHOM nanke 6yayT BbINOJHATLCS KaK OrpaHUYeHHbIe.

Yaanutb 3/1eMEeHT:
YpangaeTtcsa a/ieMeHT U3 CrucKa, ecnNn Bbl XOTUTE OTMEHUTb OrpaHUYEeHUs NpuU BbIMOJTHEHUN
MPUNOXeHns.

Ecnun Bbl wenkHuTe HpaBOVI KHOMKOWM MbILWIW Ha 3/1EMEHTE Un BHYTPW OKHa, NOABUTCA MEHIO C 6onbwM
4YMCJZIOM BapunaHTOB (KaK Bbl MOXETE BUAETb Ha CKPUHLUOTE HVI)Ke):
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G Shelter Firewall \Q

Protection Rules Log Window |SandBox| Firewall Keystrokes Encryption  Settings  About

Information SandBoxed apps list | Folders with write access | File access violations | Executed as restricted
b B -

Path Subfolders W S
i = C:\Program Files (x86)\Intemnet Explorer\iexplore -
Add folder
Add file

Add removable drives
Remove item Del
Run as unrestricted

Allow webcam capture

Allow sound record

[7) webcam capture [] Sound record

Driver build time: Aug 26 2015 11:55:44 (31:10ffffafff) FW_WFP

Jlo6aBneHue cbeMHbIX ANCKOB:
Y Bac TakXe eCTb BO3MOXHOCTb gobaBneHuns cbeMHbix gnuckos (CD-ROM, dnonnm-guckos 1

bnaw-HakonuTenel) B orpaHNYeHHOM pexunme. TakuM o6pa3oM, BCce NPUNOXKEHUS, coaepxalumecs
Ha 3TUX AMcKax 6yayT BbINOMHATLCA KaK OrpaHUYeHHbIE.

BbINONMHATLCA KaK HeorpaHu4YeHHoe:

Ecnu Bbl WENKHUTE NpPaBoi KHOMKOW MbIWW Ha MPUIOXEHME N BbiIbepuUTe 3TOT NapaMeTp,
NpUNoXeHne nepectaHeT BbINOMHATLCSA KaK OrpaHUYeHHOE.

Bbl Tak)xe MoOXeTe pa3peLwmnTb NPUI0XKEHUSIM B 3TOM CNUCKe 3axBaT U3obpaxeHuns ¢ Be6-kamMepsbl U
3anuch 3Byka. O6bIYHO 3TX ABa BapuaHTa aBTOMaTUUYECKM aKTUBUPYIOTCSA Npu Aob6aBneHunn
NPUIOXKEHUS B CNUCOK. ECnM 3TO He To, YTO Bbl XOTUTE, BaM MPOCTO HYXXHO KJIMKHYTb MpaBoi

KHOMKOW MbILWKX Ha 3/ieMeHTe 1 BbiIbpaTb 3anpeTuTb 3axBaT Bebkamepbl u/vnm 3anpeTuTb
3anuchb 3ByKa.

Bbl, TakXe, MOXETE KOHTPO/IMPOBATb 3TW MapaMeTpbl, YCTAHOBUB UJTN CHAB UX B HUXXHEW YacTu
OKHa.
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Bxknaaka «lManku ¢ AOCTYNOM Ha 3anucb»

B 3TOl BKNaake Bbl MOXeETe YBUAETb Nankn, K KOTOPbIM Bbl NpeaoCTaBu/in AOCTYN Ha 3anucCb.

S SpyShelter Firewall 10.1

(Spy Lz Firewall &

Protection Rules Log Window | SandBox| Firewall Keystrokes Encryption  Settings  About

Information = SandBoxed apps list Folders with write access | File access violations = Executed as restricted

= -

Path Comment Subfolders
.. [Local App Data] C:\Users\SPS\AppDat...  Included
.. [App Data] C:\Users\SPS\AppDat...  Included
.. [My Documents] C:\Users\SPS\Docume... Included
. [Cookies] C:\Users\SPS\AppDat... Included
.. [Temporary Internet Files] C:\Users\SPS\AppDat... Included
. [History] C:\Users\SPS\AppDat... Included
. [Favorites] C:\Users\SPS\Favorites Included
.. C:\Users\SPS\Downloads\ Included

Driver build time: Aug 26 2015 11:55:44 (31:10ffffafff) FW_WFP

LLenkHyB npaBoﬁ KHOMKOM MbIWN Ha 3J1IEMEHTE, MOXXHO BbI3BATb HebonbLwoe MEHI0, U3 KOTOPOro
MOXHO BbIMO/MHUTb Cceayrune nencreus:

Ao6aBuTb Nanky:
JobaBneHne nankum B CNUCOK.

Ao6aBnTb cneunanbHyO Nanky:

EcTb HeKkOoTOpble KOHKPETHbIe Nankn, KoTopble Bbl MoXeTe A06aBnTb 6onee 6bICTPLIM CNOCO60OM, C
nomolLubto 3ToM onumm. 3T1o nankm App Data, Local App Data, My Documents, Cookies, Desktop,
Temporary Internet Files n History.

Ao6aBuTb AOCTYN ANA CbEMHbIX ANCKOB:
Ecnn Bbl XOTUTE, MOXHO NPeAoCTaBUTb BbICOKWI AOCTYN Ha 3anucCb K CbEMHbIM ANUCKAM
(®naw-kaptam n USB-HakonuTenam).

Yaanntb 3/1eMeHT:
YaaneHue nankum n3 crnucka.
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Bnagka «HapyweHue goctyna Kk cannam>»

B 3Tol BKNagke nosiBNSeTca 3anucb BCAKMN pas, koraa 6nokmpyetca aoctyn K dannam.

@ §,hw§7‘,’te’ Firewall \G

Protection Rules Log Window |SandBox| Firewall Keystrokes Encryption  Settings  About

Information = SandBoxed apps list | Folders with write access File access violations | Executed as restricted

Time File path Process PID

[T Lock automatic list refresh

Driver build time: Aug 26 2015 11:55:44 (31:10ffffafff) FW_WFP

Bbl MOXeTe npocMoTpeTb MH(OPMaUKMIO O BpeMeHM, Korga A4ocTyn K danny 6bin 3abnokmposaH,
nyTb K panny, uMsa npouecca, KOTopbin NonbiTaacs noay4ntb 4octyn n PID npouecca. Ecnu Bbl
LWEesIKHUTE NpaBoOM KHOMKOM MbllWK Ha NYHKTE, NOSIBUTCSA MEHI0, coaepxallee cneaytouime
napaMeTpsbl:

Ao6aBnTb AOCTYnN Ha 3anucb B nanky UMA_>3ToW_nanku:
[aHHbIN NapaMeTp NO3BONAET UBMEHUTb pa3pelleHns ans BbibpaHHoro dalina.

O6HOBUTb CNUCOK:
MpoBepbTe, €CTb N HOBblE AENCTBUS, KOTOpble OblIM 3a6/IOKMPOBaHbI.

OUYNCTUTb CNUCOK:
3TOT NapaMeTp yaanseT Bce npeaynpexaeHus.

Ecnn Bbl He XOTUTE aBTOMaTU4Yeckoro o6HOBIEHMNSA cnMcKa npep,ynpex(p,eHMﬁ, Bbl MOXETE Bbl6paTb
onuuio «bnokunpoBaTb aBTOMaTU4YeECKoe O6HOBJIeHMEe CNUCKa» B HMXHEWN YacTu OKHa.

MOCKONbKY MPUIOXEHNAM, KOTOPbIE BbIMONHATCS B OrPaHUYEHHOM pEXUME, He paspelleH A0CTYn
KO BCEM MankKaM Ha 3anucb, Bbl MOXeTe YBUAETb 34€Cb COO6LLEHNE, ECNIM HEKOTOPbIE U3 3TUX
NMPUNOXEHNI NMONbITaNMUCh NOSYUYUTb AOCTYMN HAa 3anUCb K Nanke u 6bi1n 3a610KMpoBaHbl. TakuM
06pasoM, Bbl MOXETe AaTb UM pa3pelleHne Ha 3anucb, YTobbl 6biTb YBEPEHHbIM, UTO OHMU
NpoAoNXatoT PYHKLUMOHMPOBATL AO/IKHLIM 06pa3oM, AaXe eCliM OHU BbIMNOMHATCA Kak
OrpaHWYEHHbIE.
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Bknagka «BbINOMHAKTCA KakK OrpaHM4YeHHble»

B aTon BKNagke Bbl MOXeETE YBUAETb BCE MPUNOXEHNA, BbIMOJIHAKOLWMNECA B OrpaHNYEHHOM peXunme.

S SpyShelter Firewall 10.1

&2 Shelter Firewall §)

Firewall

|

Protection Rules Log Window | SandBox| Firewall Keystrokes Encryption  Settings  About

Information | SandBoxed apps list | Folders with write access | File access violations = Executed as restricted

Process PID Image path W S
@iexplore.exe 5308 C:\Program Files (x86)\Intemet Explor... - -

Driver build time: Aug 26 2015 11:55:44 (31:10ffffafff) FW_WFP

MOXHO yAanuTb NPUIOXKEHME U3 CNUCKA, LWEeNKHYB NPaBOi KHOMKOW MbIWKW ero uMs v Bbibpas
3aBepLluTb NpPoLECcC, WX Bbl MOXETE NMPOCTO BbIAEAUTb NMPUSTOXEHNE, KOTOPOE Bbl XOTUTE
yAanuTb, U HaxaTb knasuwy "Del".
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Bknapka Firewall

3aknaaka CereBblie 30HbI

OTa BKaAKa COAEPXUT 30HbI CeTU (HanpuMep, ip-Anana3oHbl) rae AocTyn paspeweH (Tun [loBepeHHas
30Ha), 6n1okmpoBaH (Tnn 3abnoknpoBaHHas 30Ha) Uan HeonpeaeneHHas (Tun HeonpepeneHHasn
30Ha)

Monb3oBaTeNb MOXET 3a4aTb 30HbI HAAEXKHbIX JIOKaNbHbIX ceTer n Spyshelter aBTo No3BoaAMUT 3anpochl,
Korga npuaoXeHue nbiTaeTcs NOyYUTb AOCTYN K 3TOW NIoKanbHOW ceTn (HanpuMep, Koraa npoucxoamT
obmMeH darnamm)

Monb3oBaTenb MOXET HaxaTb Ha Nenbn «O6Hapy»XeHue YacTHbIX ceTein» n Spyshelter nonbiTaeTtcs
aBTOMaTMYeCKM ONpeaesnTb JIOKasibHble CEeTH

S SpyShelter Firewall 10.1 x

@ %[ter Firewall \!;

Protection Rules Log Window SandBox

Firewall| Keystrokes Encryption Settings  About

Network Zones Network Activity
£ 4

Zone Description Address
&2 Trusted Office 192.168.0.10-192.168.0.250

Detect private networks

Driver build time: Aug 26 2015 11:55:44 (31:10ffffafff) FW_WFP

fo6aBneHne/PenakTupoBaHue 30HbI

Edit

Bbl MOXeTe 106aBUTb HOBYIO 30HY, HaXaB KHOMKY +,
NN pefaKTUpPOBaTh CYLIECTBYIOLME 30HbI, HAXaB Description: | Office
KHOMKY MU3MEHUTb MW ABaXAbl WENKHYB CyLeCTBYOLLYIO zone: | Trusted -
30HY
OnucaHume: ViMs/onncaHmne 30Hbl CeTH. Address type
30Ha: ) HaaexHas, - BCe 3anpochl A4 AOCTyna K 3ToM o
ceTu 6yAyT aBTO paspeLueHbl. © Single Ipv4

) 3abnokuposaHHas, - BCE 3anpochl ANs AOCTYNa O Sngle Ipv6
K 3TOW ceTu 6yayT aBTOMaTM4YeCckn 3ab/IOKMPOBaHbI. O 1P [ Mask

@ HeonpepeneHHaa - o3HavaeT, UTO BCE MOMbITKK ® IPv4 Range
[OCTYyna K 3Tol ceTu 6yAyT 3anpalimMBaTb aBTOPU3aLMIO. ) 1Pv6 Range
Tun apgpeca: OnpegenseT, 3agaHa nn 3oHa IP-agpecom /
Mackown, gnana3oHom IPv4-aapecoB nan gnanasoHoOM
aapecos IPv6. First IP: | 192.168.0.10
MepsBbiti/nocneaHuin IP-appec nnan IP/macka:
AvanasoH IP-agpecoB MM Macka yKasaHbl A1 30Hbl CETU. Last IP: | 192.168.0.250

0K Cancel
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Bbl MOXeTe TakXe LWeNKHYTb NleBOV KHOMKOW MbIWW Ha 3anucb B cTonbue 30Ha, YTO6bl M3MEHUTHL TUMN 3O0HDI:

S SpyShelter Firewall 10.1 X

Y Shelter Firewall @

Firewall

Protection Rules Log Window  SandBox Keystrokes Encryption  Settings  About
Network Zones  Network Activity

® 1
Zone Description Address
P2 Truste = 192.168.0.10-192.168.0.250
V' Trusted
Undefined

Blocked

Detect private networks

&2 Spyshelter will give access to this Network Zone without prompt to User. Use this Network Zone for trusted (e.g. home)
networks.

Driver build time: Aug 26 2015 11:55:44 (31:10ffffafff) FW_WFP

CeTeBasi aKTUBHOCTb

DTa BKJ1aZAKa MNo3BONISIET BaM CMOTpPeTb, Kakue NMpuioXeHus, B HacTosdwee BpeMs, NOAKHOYEHbI K
MHTEepHETY M CKOMbKO AaHHbIX OHW OTNPaBUAN U NONYYUIIN.

S SpyShelter Firewall 10.1 X

=Y Shelter Firewall @

Firewall

Protection Rules Log Window SandBox | Firewall| Keystrokes Encryption  Settings  About

Network Zones Network Activity

PID Process Name Bytes Received Downloa?i Speed Bytes Sent Upload Speed
@ 148 svchost.exe 8,19 KB 1,86 KB
[m=] 1064 svchost.exe 2,34 KB 2,71 KB
[m=] 1528 svchost.exe 8,16 KB 2,32 KB
Q 1992 Skype.exe 356,61 KB 82,77 KB
(K| 3284 GWXUX.exe 26,60 KB 9,43 KB
¢S] 4720 SpyShelter.exe 439 8B 108 B

Show most recent remote servers accessed by the selected process

Driver build time: Aug 26 2015 11:55:44 (31:10ffffafff) FW_WFP
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Ha)xaB npaBol KHOMKOW Mbiwn Ha CKOpPOCTb 3arpy3sku nin CKOpPpocCTb BbIrpy3skmn, MOXHO
N3MEeHUTb OTOBpaXxeHne TeKyLlem CKOPOCTU Ha CPEAHIO CKOPOCTb.

S SpyShelter Firewall 10.1 X

@ﬂ Shelter Firewall @

Firewall

Protection Rules LogWindow SandBox | Firewall| Keystrokes Encryption  Settings  About

Network Zones Network Activity

PID Process Name Bytes Received Downloa;i Speed  Bytes Sent UDIoad‘ Speed
8 1992 Skype.exe 359,75 KB 9 B/s v Show current speed
7 148 svchost.exe 8,19 KB Show average speed
=7 1064 svchost.exe 2,34 KB
=7 1528 svchost.exe 8,16 KB
i 3284 GWXUX.exe 26,60 KB 9,43 KB
(¢S] 4720 SpyShelter.exe 4398 108 B

Show most recent remote servers accessed by the selected process

Driver build time: Aug 26 2015 11:55:44 (31:10ffffafff) FW_WFP

Recently accessed servers list
B, TaroKe, MOXeTe ABaXAY

L esIKHYB Ha npouecce, packpbiTb Remote Server Bytes Received Bytes Sent -

CNMMNCOK CepBEpPOB, C KOTOPbIMUA 157.55.130.160 8,63KB 4,95KB

NpuUIOXeEHNE B3aMMOAENCTBYET. S nert 263KB 2,86KB
178.37.147.216 560 B 1,81KB
89.66.173.130 1,25KB 1,44KB
pip.37.trouter-weu-a.cloudapp.net(23.... 4,30 KB 1,35KB
DB3MSGR6010901.gateway.messenge... 58,12KB 16,12KB
e7768.g.akamaiedge.net(2.20.119.243) 3,26 KB 1,95KB
e3821.dspel.akamaiedge.net(104.74.... 61,54KB 1,15KB
dientapi.skype.akadns.net(91.190.219... 4,71KB 1,26 KB
star.c10r.facebook.com(31.13.81.9) 3,88 KB 1,07KB
157.56.198.153 1,27KB 1,47KB
e8011.q.akamaiedge.net(95.100.161.... 4,30KB 3638 v

Select item and press Ctrl-C to copy remote server name to clipboard

Ecnu Bbl XoTUTe 6/10KMpPOBaTh
NOAK/IOUYEHNE K OTNpeaeneHHoMY

Recently accessed servers list

yAaneHHOMY CepBepy, WEeNKHUTe Remote Server Bytes Received Bytes Sent “
NpaBoi KHOMKOW MbILWN U 157.55.130. 160
BbiGepuTe 3a6n0KMpOBaTh. 89.176.61.185 (i Copy
178.37.147.216 Block connections tckthe server by the IP address(157.55.130.160)
89.66.173.130 LN ¥
pip. 37.trouter-weu-a.cdoudapp.net(23.... 4,30 KB 1,35KB
DB3MSGR6010901.gateway.messenge... 58,12 KB 16,12KB
£7768.9.akamaiedge.net(2.20,119.243) 3,26 KB 1,95KB
£3821.dspe1.akamaiedge.net(104.74.... 61,54KB 1,15KB
clientapi.skype.akadns.net(31.190.219... 4,71KB 1,26KB
star.c10r.facebook.com(31.13.81.9) 3,88 KB 1,07KB
157.56.198.153 1,27KB 1,47KB
€8011.9.akamaiedge.net(95.100.161.... 4,30KB 3638 v

8841/5073 - 2015-08-26 20:24
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Firewall

@ﬂ Shelter Firewall @

CeTteBoit Tpacdhuk

Bbl MOXxeTe 3abnokmMpoBaTb BCe CETEBbIE MOAKIIOYEHUS, KIIMKHYB NPaBoOi KHOMKOW MbIWM Ha MKOHKY
B MeHI0 Tpes SpyShelter.

Open

Disable protection

Block network traffic

Mocne Toro, Kak Bbl 610KMpPOBaNN COEANHEHNE, Bbl MOXETE NIerko pasboKMpoBaTb €ro, TaknM xe
obpasom.

Open

Disable protection

Unblock network traffic
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lWncdpposanme Harkatnn Knasuw

[OpaiiBep wWndpoBaHUA KaBMaTypbl WKUDPYET Kaxaoe HaxaTue KnaBuwm BaMn. Kpome Toro aTa
byHKUNA BIOKMPYET APYrne MPUNOXEHUA AAXKE OT MOJIYYEHUSA 3TUX 3alNPPOBAHHbBIX HAXATU
KNaBuLl. HaneyaTaHHble Ha)XaTusa KaBuLL OTNPaBAAITCA Yepe3 6e30MacHblI TYHHENb TOJIbKO K TOMY
NPUIOXEHUNI0, KOTOPOEe HaxoaMTcs B okyce knaBuaTypsbl. LUndpoBaHne HaxaTuii kKnasuil
HauyMHaeTCca Nnepea BXoAOM B YYeTHyt 3anunck Windows - 3To He3aBUCMMOeE pelueHune. Bce Bawm
BaXXHbl€ JINYHbIE AaHHble 6yAyT HaAeXHO 3awndpoBaHbl, C MOMEHTA 3anycka KoMnbloTepa, U
npakTnyeckn 6ecnonesHbl ANa pasfNUHbIX KaBMaTypPHbIX WMUOHOB M OMACHbIX MPUIOXEHWNIA.

Moaynb, B HacTosilLee BpeMs, noaaepxusaeTt 32 n 64 6UTHble onepauMoHHble CUCTEMbI U AOCTYMNEH B
SpyShelter Premium n SpyShelter Firewall.

Shelter 7
@ﬂ oShe Firewall @

Protection  Rules Log Window  SandBox  Firewall ’Keystrokes Encryption| Settings  About

Process Filter Advanced

) Encrypt keystrokes of all processes

) Encrypt keystrokes of processes specified below

® Do not encrypt keystrokes of processes specified below (recommended)
() Disable keystrokes encryption

Process Name

= <System processes>
| VMPLAYER.EXE
| VMWARE.EXE
= QQ.EXE
=
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( N
BkaroueHune LWndposaHus {8 Setup - SpyShetter Firewall - Update e
Knasuuw
The application's advanced settings 5
Wndposarmne Haxatnii Knasuww Choose the application's advanced settings @\

MOXeT 6bITb BKJIIOUEHO, TOJIbKO, NMpK
ycTaHoske SpyShelter. Tak uTo, ecnu [ Install additonal driver for keystrokes encryption and extended
Bbl HE BUAUTE BKaAKy protection(experimental)

WWndpoBaHune KnaBuu,
Heobxo0aMMO CcKavaTb YCTAHOBLUMK
NpoAyKTa, KOTOpbIM Bbl BrageeTe.

1) Ecnn Bbl ycTaHoBuan SpyShelter n
X0TnTE A06aBUTH PYHKLMIO
WNdpOBaAHMA HaXaTnsa KNaBuLL:

3anycTuTe nporpamMmy yCTaHOBKU U
ycTaHoBuTe naxok «YcTaHOBKa
AONOJIHUTENbHbIX ApPpaliBepoOB AnNAa
wndpoBaHUA HaXKaTUA KJaBULW n
pacClUMpPEHHON 3alNThbI>».

[ < Back ][ Next > ][ Cancel J

M npoﬂon)KMTe YCTaHOBKy. nocne 4ero —
nepesarpysute KOMMbOTED.
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2) Ecnwn BbI yCcTaHaBNmMBaeTe

SpyShelter Bnepsbie n xoTuTe ) Setup - SpyShelter Firewal i .
BK/IIOUYNTb WNdpOBaHME HaxkaTui
KNaBuLW The application’s advanced settings

Choose the application's advanced settings

YcTtaHoBuTe hnaxok «YcraHOBKa
AOMNOJIHUTENbHbIX ApalBepoB aAns
wndpoBaHUA HAXXAaTUA KNaBuLll U
paclIMpEeHHOM 3alMTbl» Ha
3KpaHe, rae Bbl BbibupaeTe ypoBeHb
3alnThbl.

U npoaomkuTe yCTaHOBKY. > () Medium security level( decreased alerts )

Install additional driver for keystrokes encryption and extended
protection(experimental)

Specify the application's security level:

(@ High security level( better protection )

Bknagka ®unbTp npoueccos

Bknagka ®unbTp npoueccos
No3BOASET YNpaBnaTb NpoLeccamm,
ONS KOTOPbIX HaXkaTtua knasuw byaert
3aWwndpoBaHoO gpanBepoM
wndposaHus. Bol MoxeTe n06aBUTb \

< Back ][ Next > ][ Cancel

WIn yaaanTb UX C NOMOLWbIO w U
KHOMOK.

LWWndpoBaTb HaXkaTUA KNaBULWI ANA Bcex npoueccoB — [pu Bbibope 3TOro napametpa éyayt
WndpoBaTbCa HaXaTuUs 418 KaXAaoro npouecca.

LindpoBaTbh HAXKaTUA KJ1aBULU NPOLIECCOB, YKa3aHHbIX HWKe - byayT 3awmndpoBaHbl TONIbKO
npouecchbl n3 cnncka. C NOMoLbio KHOMOK HUXXe CnNuCcKa, MOXHO A06aBUTb Npouecchl U yaannTb UX.
He wndpoBaTbh HaXkKaTUsA KJ1aBULL NPOLLECCOB, YKa3aHHbIX HMXe - [1pouecchl U3 Cnucka He
6yayT 3awmdpoBaHsbl.

OTKNIOUNTb WNdpPOoBaHMUE HAXKATUM KJ1aBULL - [TONTHOCTbIO OTK/IIOYAET WK POBAHNE HaXKaTUI
KNaBuLL.

LLincpoBaHMe NpoLeccoB CMCTEMbI OTKJIIOUEHO MO YMOJIYaHUIO Ang Toro, 4tobbl n3bexaTtb npobnem
BO BpeMs BxOAa B CBOI y4yeTHYto 3anmnce Windows.

S SpyShelter Firewall 10.1 x

Protection Rules Log Window  SandBox  Firewall | Keystrokes Enayption| Settings  About

Process Filter  Advanced

) Encrypt keystrokes of all processes

) Encrypt keystrokes of processes specified below

® Do not encrypt keystrokes of processes specified below (recommended)
) Disable keystrokes encryption

Process Name
<System processes>
VMPLAYER.EXE
VMWARE.EXE
QQ.EXE

LU

[#
1

Drive Select a process from the list... Fafff) FW_WFP

Input Process Name... k
<System processes>

<Console processes>
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S Select process - 0 X Bbi6paTb npouecc n3s cnucka... - lossonser
BblObpaTb BbIMONIHAEMbIN Npouecc n obaBuTb

Process =~ PID Type Image path
|m=Y services.exe 552 System C:\Windows\System32\services.exe - < €ro B CnuCoOK.
a Skype.exe 5592 User C:\Program Files (x86)\Skype'\Phone\...
[E] smss.exe 284 System C:\Windows\System32\smss.exe lnput process name
splwowt4.exe 1044 User :\Windows\splwowb4.exe
(5] splwows 0 C:\Windows\splwows
[®] splwows4.exe 6544 User C:\Windows\splwow64.exe ) '
[E] spoolsv.exe 1380 System C:\Windows\System32\spoolsv.exe Input process name (e’g"melore'exe)' IEXp|0f€.EXE
& Spyshelter.... 2888 User C:\Program Files (x86)\SpyShelter Fir..
2] spyshelters... 792 System C:\Program Files (x86)\SpyShelter Fir. oK Cancel
[®2] svchost.exe 724 System C:\Windows\System32\svchost.exe
svchost.exe 884 System :\Windows\System32\svchost.exe
[®] svch 88 s C:\Windows\S t
svchost.exe 38 System :\Windows\System32\svchost.exe
[®] svch 988 S C:\Windows\S }
@] svchost.exe 144 System C:\Windows\System32\svchost.exe - A
[ IO R o MAtidessin\Crsmbmmn A e smdo s BBecTtn nMmsa npouecca - [lossonser
,C|,06aBI/1Tb nMMa onpegeneHHoro npouecca B
OK Cancel CANCOK.
<CucreMHble npouecchbl> - [lobasnser Bce
CNCTEMHbIE NpOLECCHI.

<KOHconbHbIe npouecchbl> - [lo6aBnseT Bce
KOHCOJIbHbIE MPOLECCHI.

Bknaaka AonoJsiHUTENbHO

Bknagka JononHUTENbHO NpeAHasHayeHa ToNbKOo AN NMPOABUMHYTLIX Nofb3oBaTesnei. 3To 6b1710 caenaHo
Ansa cnyvyaes npob6nemM coBMecTUMOCTMU.

AMynsaums
OTW napaMeTpbl cieayeT M3MEHSATb TOSIbKO OMbITHLIM NOJSIb30BATENSAM MW TEM, KTO UCMbITbIBaeT
npobnembl C ApaiBEPOM KJilo4a WndpoBaHms.

CHaB d1aXxoK ¢ napaMeTpa rpynnbl IMYJALMUUN MOXHO CAeNaTb aHTU-Kennorrep 3almnTy HEMHOro ny4ue,
HO MeHee COBMECTMMOMN.

MpunoxeHune (Haxoasaweecs B GoKyce KnaBnatypbl) MMeeT BO3MOXHOCTb MpoYnTaTh 3awndpoBaHHble
KoAbl KNnaBuw C NOMOLbIO Pa3fiMYHbIX QYHKLUUNA.

YcTaHaBnuBas/cHMMas GiaXKok onumMm B OKHE 3MyfisiuMK, Bbl BbibnpaeTte, Kakne yHKUUKM CUCTEMBbI ByayT
MMeTb BO3MOXHOCTb YNTaTb 3allM@POBaHHbIE HAaXaTUsA KaBuLL.

S SpyShelter Firewall 10.1 x

@ Shelter Firewall \!;

Firewall

Protection Rules Log Window SandBox  Firewall IKeystrok&s Encryptionl Settings  About

Process Filter Advanced

] Enable East Asian languages support

Emulation
[ GetKeyState, GetAsynKeyState
) GetKeyboardState
) Raw keyboard input functions
/) WH_KEYBOARD_LL hook
/) Misc hooks

Hooks Guard
() Better protection mode
(® Better compatibility mode

) Disable

Driver build time: Aug 26 2015 11:55:44 (31:10ffffafff) FW_WFP
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&Y Shelter Firewall §)

Firewall

Hooks Guard

Hooks Guard 310 ¢dyHKLUMSA caMo0b0poHbl, KOTOpas NOMOraeT 3alWnUTUTb OT Pas3/INnYHbIX
KEeNnorrepos.

Jlyywwini pe>kuM 3almuThbl - PEKOMEHYETCS UCMO/Ib30BaTb 3TOT NapaMeTp, Tak Kak OH
obecrneuymBaeT Nyywyto 3awmTy. Ecnm HeT npo6a1emM COBMECTMMOCTU, OH He A0/IKEH 6biTb U3MEHEH.

Jlyqywini pe>kuM COBMECTUMOCTHM - BbiI6UpaTb TONbKO, €CNiM BO3HMKAIOT Npobnemsl €
WndpoBaHMEM HaXaTU KNaBuLL.

Ucnonb3oBaHue SpyShelter's LindpposaHme Harkatuin KnaBuw c ApyrumMm nporpaMMHbIM
o6ecneyeHmnemM wndpoBaHUA KlaBuULl

Ecnu ectb nobblie npobnembl, ucnonbaynte dyHkumnio ®unbTp MNpoueccos 1 aobaBbTe iexplore.exe B
CMUCOK UCKITIOYEHWUA.

NMPUMEYAHME: B cucteme c Windows XP wuncgppoBaHue Ha)XkaTui K1aBULLI yCTaHaBJ/IMBaeTco

B Pe>XMM ny4yliei COBMEeCTUMMOCTHU MO YMOJIYAHUIO ANA TOro, UTO6bl YCTPAHUTb BO3MO)XXHbIE
npo6nema coBmectumoctm c IE.
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Bknaaka "lMNMapameTpbl”

B aTOM pasaene Bbl MOXeTe HAaCTPOUTb MHOXECTBO NMapaMeTpoB MpoOrpaMMbl.

Bknagka «06wme »

S SpyShelter Firewall 10.1 x

Language:

English.Ing
Skin:

Default (internal)

[ Program autostart

[/) Auto-clean rules

Protection Rules Log Window  SandBox  Firewall Keystrokes Encryption ISettingsl About

General | security Advanced ' List of monitored actions

) Launch the program from the service (early start)
[) Check for update at application start

(7] Enable automatic update
[/] Context menu shell integration

[ Add *RESTRICTED* window caption prefix for restricted GUI apps

[ Show 'Update rules’ dialog

[/) Create rules in Installer Mode

Driver build time: Aug 26 2015 11:55:44 (31:10ffffafff) FW_WFP

Firewall @

A3bIK:

34ecb Bbl MOXETE
BbibpaTb SA3bIK
nporpammbl. JOCTyMHbI
cneayrouime 3HayYeHus:

- Brazilian -Portuguese
- Chinese

- Traditional -Chinese
- Croatian

- Czech

- English

- French

- German

- Italian

- Japanese

- Macedonian

- Polish

- Serbian

- Spanish

- Turkish

- Danish

ABTO3anyck lNporpamMmbi:
YcTaHoBMTE 3TOT piaxok, 4yTobbl 3anyckaTb NporpamMMy Ka)ablli pas, Kkorga
3arpyxaetcs Windows.

3anyck nporpamMMbl kak cepBuc (paHHUI CTapT):
BkntoueHne 3TOro NnapameTpa AacT BO3MOXHOCTb SpyShelter yctaHoBUTE cnyxby
B Ballel cucrtemMe, KOTopas no3esonuT SpyShelter 3anyckaTbCcs paHblie.

MpoBepuTb Hannumne o6HOBNEHMN NPU 3aNyCKe NPUIOIKEHUA:
MpoBepseT Hannume o6HOBNEHUI KaxAbl pa3, Koraa Bbl 3anycTute SpyShelter.

BknounTb aBTOMaTn4yeckoe obHoBneHue

OTOT NnapaMeTp No3BOSAeT BKAKUNUTL PYHKLUIO aBTOMaTUYECKOro 06HOBEHMUS.
Mocne BbiNnycka HOBOW Bepcumn, SpyShelter 6yaet aBToMaTnyeckn o6HOBNATLCSA B
¢doHoBOM pexunme. Nocne obHoBneHnsa SpyShelter npeanoxuT Bam
nepesarpysmTb KOMMNbOTEP.

Ao6aBneHne npedukca *orpaHnyeHHoe* B 3arosioBKe OKHa Anf
orpaHnyeHHoro GUI npunoxeHus:

YcTtaHoBMTE 3TOT (h1aXXOK, eCNn Bbl XOTUTE YBUAETb CI0BO * orpaHU4YeHHoe *
nepea MMeHeM NpPUIOXKEHNS B €ro OKHe 1 Korga npuaoXXeHne cBopaymBaeTcs B
Tpen.

MHTerpaumsi B KOHTEKCTHOE MEHIO 060J10UKM:

Ecnn 3TOoT napameTp BK/OYEH, B CTaHAAPTHOE KOHTEKCTHOE MeHto (aiifioB un
nanok, KOTopoe NOoSBASIOTCA MPU HaXaTUM NPaBoOM KHOMKOM MbILW Ha 3Ha4YKe
danna B NpoBoAHMKE UM Ha pabouem cTone, no6aBATLCH HECKObKO
LOMOJIHUTESNIbHbBIX 3/IEMEHTOB C pyHKUMaMu SpyShelter.
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Bknaaka «be30onacHoOCTb>»

&4 Sheltes Firewall &

Protection Rules Log Window  SandBox Firewall Keystrokes Encryption Isettings| About

General Security Advanced  List of monitored actions
Certified applications:
Auto allow - High security level -

User defined protected files
User defined signers lis

) Enable showing tooltips for blocking network hooks actions
[/ Allow terminating Spyshelter via Task Manager

[7) Administrator rights required to access gui

[T Password protection

[T Auto-block suspicious behaviour

Launch virtual keyboard at logon(32 bit OS on

Driver build time: Aug 26 2015 11:55:44 (31:10ffffafff) FW_WFP

CepTndmuMpoOBaHHbIE NPUIOXKEHUA:

34ecb Bbl MOXeTe onpenenntb, kak SpyShelter 6paHamayap 6yaet B3ammoaeincTtsoBaTb C NOAMNMCAHHbIMU
NPUIOXEHNAMMN.

[ocTynHbl cneaytowme 3Ha4YeHms:

ABTO-Pa3pelinTb - BbICOKMIA ypOBeHb 6€30MacHOCTMU:

OcCHOBbIBasACb Ha HaWMX BHYTPEHHUX NpaBunax, byaet aBToMaTMyYeCKkM paspellaTb HEKOTOpbie He
noanucaHHble NporpaMMbl 6e3 3anpoca. To npoucxoauT, kKoraa SpyShelter 6paHagmayap yxe onpegenun
M KnaccmduumpoBsasn 3T NpUoXKeHns Kak 6esonacHble.

Paspewuntb Microsoft:

C aToV onuuner aBToMaTMYECKN pa3peLleHbl TOJIbKO MPUIoXeHUs, nognncaHHble MarkpocodT. Ecnun
NpuUIoXeHne He NoanNMcaHo Koprnopauuen MankpocodT, SpyShelter 6panamayap 6yaeT cnpawuBaTh Bac,
XOTUTE NN Bbl pa3peLllnTb UM 3aNpeTuTb ero.

ABTO -PaspewunTtb - ypoBeHb cpeaHei 6e30nacHOCTH:

OCHOBbIBasACb Ha HaWMX BHYTPEHHUX NpaBunax, aTo cbanaHCMpoBaHHbIM BapnaHT MexAay BbICOKUM
ypoBHeM 6e30MacHOCTM N MEHbLUMM KOIMYECTBOM JIOXHbIX cpabaTbiBaHM. DTO peKOMeHAYEMbIA BapuaHT
A1 He ONbITHbIX NO/Ib30BaTENEN.

CnpocuTtb nonb3oBaTtens:

Korga nonb3oBaTenb akTUBU3UPYET 3TOT NapaMeTp, NporpaMmma NpeasioXxXuT eMy 3aaBaTb
Xenaemoe AelcTBMe [pa3spewnTb UK 3anpeTuTb] 418 KaXKA0W nporpaMMbl, KOTOpble MOTyT
OEMOHCTpUpPOBaTb NOAO3PUTENBLHOE NMOBEAEHUE

Cnucok noanucen, onpegaesieHHbiX NoJsib3oBaTesieM:

OTa ¢dyHKUMA NO3BOISIET BaM BPYUHYHO A06aBASATL B CMUCOK M yAansaTb HaAEXHble U HEHAAEeXHble
umMdpoBbie MoanMcKu. MpUNOXEHNS C HAAEXHBIMU NOANMUCAMU BYAYT BbIMOJHATLCA MO YMOJIYAHUIO, B TO
BPeMsi Kak HeHaZexXHble U3 HUX He 6yayT.

Ucnonb3yiTte 3Ty (PyHKLMIO C OCTOPOXKHOCTbIO, MOCKOJIbKY HEKOTOpble 06Hapy>KeHHble
nporpamMmbl MOTyT UMeTb UM POBYIO MOAMNUCD, €C/TU OHU ABNAIOTCA KOMMEpUYeCKUMHU
npoayKTamMm.
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BkNOUYMTb NOKa3 Noackasku ans 6nokupoBaHua ceteBbix hooks gecreuii:

ITOT NnapaMeTp npeanaraeT BKAKUYNTbL MOACKA3KM B Tpee, KOTopble, HanpuMmep, coobwatot o dil nHbekumu
unu ssl loggers nnu gpyrux hooks.

AaMMHUCTpPaTUBHbIE NpaBa aAnAa aocryna k GUI:

ToNbKO agMMHUCTpaTopaM byaeT pa3pelleH A4OCTYN K MNosib30BaTe/IbCKOMY UHTepdeicy. Koraa
rnosib3oBaTtenb paboTaeT Noa rocTeBOM yYeTHOM 3anmcbilo, goctyn K GUI 6yaet HEBO3MOXEH.

3awmTa C NOMOLbIO Naponn:

Monb3oBaTenb MOXET 3a4aTb NapoJsb A9 AOCTyNa K Mosb30BaTe/ibCKOMY MHTepdelicy.
ABTOMaTHnuyeckoe 6/10kMpoBaHue NOAO3PUTENIbLHOIO NOBeAEeHUA:

Ecnn aToT napameTp BblbpaH, NpUI0OXeHNS C NOA03PUTESNbHBIM NoBegeHneM 6yayT aBTOMaTMUYECKMU
BK/IIOYEHbI B YE€PHbIA CAMCOK.

3anyck BUpPTyaJZibHOW KJlaBUaTypbl NpU BXoAe B CUCTEMY:

OTa PyHKUMA AOCTYNHA TOAbKO Ana 32-pa3spagHoin OC. Korga oHa BKAKOYEHA, KHOMKa 3anycka
BUPTYanbHOM KnasuaTtypbl 6yaet otobpaxaTbCs Npu BXoAe NOAb30BaTeNs B CUCTEMY. DTO OYEHb MOME3HO,
Korga nosib3oBaTteslb Xxo4eT 6e30nacHO BOMTM B YYETHYIO 3aNuCb, HO HE YBEPEH, YTO ero KnaesmaTypa He
MMeeT BCTPOEHHbIM annapaTHbIN Kennorrep.

Bknaaka AOonoJsIHUTENbHO

G Shelter Firewall &

Protection Rules Log Window  SandBox  Firewall Keystrokes Encryption |Settings| About

General = Security Advanced | List of monitored actions

Terminating of process
[ Terminate child processes

[7] Terminate all instances

m

[) Block registering of non exist driver

Firewall driver
) Use TDI Firewall driver

® Use WFP Firewall driver

Driver build time: Aug 26 2015 11:55:44 (31:10ffffafff) FW_WFP

3aBeplwiaTtb AOYEPHUI NPOLIEeCcC - 3aBEepLUMTb NPOLECC, CO3AaHHbIN NOAO3PUTENbHBIM MOAYJIEM, KOTOPbLIN
Bbl3Bas1 ONOBeLLeHNE

3aBeplwiaTtb BCe 3K3eMNAAPbI - YOUTb BCE NPOLECCHI C TEM Xe MyTeM, KakK U NoA03pUTENbHbIN NnpoLecc.
BbnokupoBka 3arpyskum 6nénmuortek dll co cbeMHbIX ANUCKOB:

YcTaHoBuTE 3TOT 1aXkoK, eCcsin Bbl HE XOoTuTe 3arpyxaTtb dll dainbl coO CbeMHbIX ANCKOB (BHELIHKE
KecTkue auckun, dnew-namate, USB Hakonutenn). HekoTopble TPOStHbI UCNOMAb3YIOT 3TY TEXHUKY, NO3TOMY
BaM MOXeT 6bITb None3HbIM BbI6Op 3TON onuunn.

Ucnonb3oBaHue xecTtknx hooks - Ncnonb3osaHune xecTknx hooks (c NOMOLWbIO NPUHYAUTENBHOMN
ycTaHoBkM hook, koraga ectb Nnpo6seMbl C COBMECTUMOCTbIO NMPU YCTAaHOBKE APYTUX NPUOXEHWUN
6e3onacHocCTwn.)

BNIOK perucrpauum He CyLlecTBYHOLWEro apamMBepa - C NOMOLbIO 3TOF0 NapaMeTpa MOXHO OTK/IIOYUTb
oTobpaxkeHme STIOXHbIX OMOBELEHUN O HeCyLeCcTBYLWeM gpaliBepe, KOTOpble MOSBASIOTCA NpU YCTaHOBKe
HEKOTOPbIMW NMporpamMMamMu obHOBNEHUI U Tak fanee..
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Bknaaka «Cnucok oTcsieXxusaeMbiX AeNCTBUN»

B aTOM BKNaake Bbl MOXeTe YBUAETb CNUCOK BCEX AeﬁCTBMﬁ, KOTOPpbl€ KOHTPOJZINPYIKOTCA B Ballemn

Ccnucteme.

(Spy/

Shelter

Firewall

Log Window

SandBox

Firewall

General  Security = Advanced List of monitored actions

S SpyShelter Firewall 10.1 X

Firewall \Eﬂ

Keystrokes Encryption |Settings About

Protection Rules
ActionType Auto-allow
1 Yes
2 Yes
3 Yes
4 Yes
5 Yes
6 Yes
7 Yes
8 Yes
9 Yes
10 Yes
11 Yes
12 Yes
13 Yes
14 Yes
15 Yes
7 1 Nmm

ProtectionModule
Anti Keylogaing
Anti Keyloaging
Anti Keylogging
Anti Keylogging
Anti Keylogging
Anti Keylogging
Anti Keylogging
Anti Keylogging
Anti Keylogging
Anti Keyloaging
Anti Keyloaging
Anti Keyloaging
Anti Keylogging
Anti Keylogging
Anti Keylogging

Nmdi Wmnohmmmiom

Comment

Global hook setting

Installing WH_CALLWNDPROC hook
Installing WH_CALLWNDPROCRET hook
Installing WH_CBT hook

Installing WH_DEBUG hook

Installing WH_FOREGROUNDIDLE hook
Installing WH_GETMESSAGE hook
Installing WH_JOURNALPLAYBACK hook
Recording keyboard input

Recording keyboard input

Recording keyboard input

Installing WH_MOUSE hook

Installing WH_MOUSE_LL hook
Installing WH_MSGFILTER hook
Installing WH_SHELL hook

Tommballivm s VAN CVOMOATTILTED bhmal

m

) Auto-allow the action for a component signed by a trusted signer

Driver build time: Aug 26 2015 11:55:44 (31:10ffffafff) FW_WFP

Mo yMOnyaHuIo oTCNneXxunBarTCa BCe OeNcTBmS. OaHako, ecnu Bbl NpeAnoYvYnNTaeTeE NPEKPATUTb

HabnwageHne 3a O4AHUM U3 HUX, BaM MPOCTO HY>XXHO CHATb €ro BblaoeneHne.

ABTO-pa3spelieHne oeiMcTBMi ANA KOMNOHEHTA, NOANUCAaHHOro AOBEepeHHOW undppoBon
noanucebro - Mo ymonyaHuto SpyShelter aBTo-no3BonseT BbINOAHATE BCe AENCTBUSA, BbINOJIHAEMbIE
OOBEepeHHbIM KOMMOHEHTOM. Bbl MoxeTe BbibpaTb Nt060M TN AENCTBUSA N3 CMUCKA U CHATb (P1aXKoK B
3TOM MoJie, YTobbl 3anNpeTuThb.
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Bknaaka O lNMNporpammMme

S SpyShelter Firewall 10.1 x

Firewall §

Protection Rules Log Window SandBox  Firewall Keystrokes Encryption  Settings

Here you have a collection of tips for better protection:

- Do not allow apps to run if they exhibit suspicious behaviour.

- Do not stop the SpyShelter program when it is blocking suspicious behaviour.
- Once general protection is disabled, malicious software can install

hooks, which cannot be blocked even if you later on enable protection.
System restart may be required in order to restore full protection.

@ Help
‘® Check for update

v Report bugs

Activate Licensed to: Datpol

Driver build time: Aug 26 2015 11:55:44 (31:10ffffafff) FW_WFP

CnpaBka:
3anyckaeT 3ToT danna cnpaBku.

MpoBeputb 06HOBNEHMUA:

BbibepuTe 3TOT NnapaMeTp, eCnu Bbl XOTUTE NMPOBEPUTL, AOCTYMNHA NI HOBas BEPCUS NPOrpaMmbl
(TpebyeTca nogkntoyveHmne Kk UHTepHeTy). Ecnm Bbl XOTUTE MCNONb30BaTb NPOKCU-CepBep, NPOCTO
BblbepuTe «MCNosib30BaTh NMPOKCU» N BBEAUTE agpec U HOMep nopTa (CM. CKPUHLLOT HUXe):

Check for update

Proxy
[7) Use proxy

Address Port

Check Close

Coob6wnTtb 06 oLunbKe:
Mcnonb3ynTe aTOT MHCTPYMEHT, €C/IN Bbl XOTUTE OTApPaBNATb cooblieHns 06 owmnbkax, KoOTopble Bbl

3aMeTunIun
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OnpegensemMbie noJsib3oBaTesieM 3aliMUieHHble dannbl

dTa CIDYHKLIVISI npeaHasHa4deHa TOoJIbKO ANd NpoaABUHYTbIX nonb30BaTesNe.

Mo ymonuaHuio SpyShelter 3awmuwaer KputTnyeckme cuctemMmHole dannbl. C noMowbio 3ToNM QyHKULNN
MO>XHO onpeaennTb CBO COBCTBEHHbIN CNMCOK (palaoB M NanoK M 3alUTUTb Balwun KOHMUAEHLMANbHbIE
AaHHblE OT HECAHKLUMOHMPOBAHHOIO AOCTYyNa, HanpuMep, BbiMOraTesnen.

SpyShelter nokaxeT OKHO NpeAynpexaeHns, ecnm oanH N3 nepedyncieHHblX dannos 6yaeT BOB/ieUYEH B
npouecc. Kaxablin HOBbIN MpoOLECC, KOTOPbIM 6yaeT NbiTaTbCA NOAYYUTb AOCTYN K dainy, byaer
Bbl3blBaTb HOBOE OKHO OMoBelleHns. ONoBeLLEHME MOXET NOKa3aTb NOMNbITKM YTE@HUSA MM NONbITKKU
3anncn&YTeHmn, 1 ABe CyLWeCcTBYOLWME KaTeropmm 3almueHHblx gannos - O6wme m JindHblie.

DToa GyHKUMA MOXET 6biTb 4OCTYyNHa B «HacTpoika» > Bk/laaka «be3onacHOCTb».

S SpyShelter Firewall 10.1 X

&4 Shelter Firewall &

Firewall

Protection Rules Log Window SandBox Firewall Keystrokes Encryption Settings| About

General Security Advanced @ List of monitored actions
Certified applications:

Auto allow - High security level -

User defined protected files
User defined signers lis

[/] Enable showing tooltips for blocking network hooks actions
[ Allow terminating Spyshelter via Task Manager

() Administrator rights required to access gui

[7) Password protection

") Auto-block suspicious behaviour

Launch virtual keyboard at logon(32 bit OS only)

Driver build time: Aug 26 2015 11:55:44 (31:10ffffafff) FW_WFP

O6bACHSIEM, KaK MCMNONb30BaTb
3Ty YHKLUMIO, Ha NpuMepe. Y Hac
= €CTb YeTbipe nanku. Ansa AByx 13
HUX yCTaHaBIMBaeTCs NapaMeTp

S User defined protected files -0X

Path Access Category 06 e
« mne>» N4 ABYyX r’mx
C:\Users\SpyShelter\Desktop\2nd Test General Read & Write General . A ABYX ApY
«JINYHBbIE>.
C:\Users\SpyShelter\Desktop\2nd Test Personal ~ Read & Write Personal <
C:\Users\SpyShelter\Desktop\Test General Read & Write General
C:\Users\SpyShelter\Desktop\Test Personal Read & Write Personal
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Ecnu nonb3oBaTenb NbiTaeTCcA OTKPbITb cbaﬁn SpyShelter Firewall

.txt 13 O6wen nankun, NOSIBUTCS OKHO
onoseleHns ¢ coobweHnem, yto Notepad.exe
(nnn noboe gpyroe NpuioXxeHne, HasHayYeHHoe
ANa OTKpbITUS dalinosB Cc pacwmnperHmem .txt)
NbITAa€TCA MNOMYYUTb AOCTYN 4SS YTEHUS STOro

Component:

y notepad.exe (View details)

Parent processes: explorer.exe

d)aVlna Ecnv nonb3oBaTtesb paspeluaeT 370 Click here to scan online using VirusTotal
ﬂ,eVICTBMe, npunnoxeHume BNOKHOT HeMeaeHHO Located at:
nonyynT AOCTYN KO BCEM cbavmaM, KOTOpble C:\Windows\System32\notepad.exe

HaxoAATCsA BHYTpW nanku O6wen kateropun B
cnucke 3awmMueHHbIx panos. >

is trying to:

read protected file or folder
Target object: "C:\Users\SpyShelter\Desktop\Test General”
Category: General

Allow potentially dangerous action?

SpyShelter Firewall &

Component:

‘7 notepad.exe (View details)
—

& peny &J Terminate

(7] Apply the choice to all actions for current component
[/) Remember my choice

Installer mode Disable monitoring of action
Parent processes: explorer.exe

Click here to scan online using VirusTotal

Located at:
C:\Windows\System32\notepad.exe
Ecnn nonb3oBaTesb nbiTaeTcsa 3a NYCTUTb TOT Xe

is trying to: dann, Hanpumep, ¢ Open Office, onoeeleHune,
read protected file or folder NoKa3aHHOE BBEPXY, NOABUTCA CHOBa NMNOTOMY, 4YTO
Target object: "C:\Users\SpyShelter\Desktop\Test Personal Tpe6yeTc;| pelleHne Ha OCHOBE CBe ,Cl,eHVIVI o)
Category: Personal
npouecce.
«
Allow potentially dangerous action?
oo Y Mocne co3gaHusa npasuna ana Notepad.exe,
@i Q Deny &) Terminate KOTOpOe NO3BOJISIET BbINOSHEHNE Palinos nU3
KaTeropuu «0O6wme», NonbiTKa BbINOJHUTL
() Apply the choice to all actions for current component txt-cpaiin n3 nankm «JIMMHOM» KaTeropumn
[) Remember my choice npuBeaeT K NoAB/IEHUIO APYrOro OKHa
Installer mode Disable monitoring of action ZI'IOBELLI,eHMFI.
$ User defined protected files -0X MoxHoO, Takxe, co3aaTb nanky ¢
[octynom Ha YUteHne&3anuce C
. = O6uwen KaTeropmein n 3aTem
Path Access Category yKasaTtb dannbl B 3TOM nanke ¢
C:\Users\SPS\Desktop\Test Folder Read & Write General JinuHown kateropuen.
C:\Users\SPS\Desktop\Test Folder\File 1 Personal.bd Read & Write Personal <

JocTtyn K danam n3 «JINHHOW» KaTeEropmm BbI3OBET APYroe OnoBeLLeHNE, C NPOCbB6ON NpeAcTaBUTb
[OMNOJ/THUTENbHbIE pa3peLleHuns, Aaxe ecqin nosjib3oBaTtenb Bbibpan napamMeTp «3anoMHUTb MO Bbi6op»
A1 YTEHUA U 3anucm gns noboro darna B nanke c kateropmen «O6wan».
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Y Shelter Firewall §)

Firewall

CoBeThl

BOT CNMCOK noJsie3HbiX COBETOB ANA YCUJIEHUNA 3allUNTbI:

- He no3BonanTe nporpamMMam 3anyckaTbCs, eCc/iM Ux noseaeHune
noao3putenbHoe. Koraa Bbl HE YBEPEHbI B MporpaMMe, peKoMeHAyeTcs cHavana
3abnokupoBaTb ee. Ecnmn oHa paboTaeT n Bawa cuctemMa octaeTcsa ctabunbHON,
MOXHO yAannTb 3TO NPUIOXKEHMNE U3 YepHOoro/6enoro cnmcka n No3BoNnUTb eMy
paboTaTb B Ballen cucrteme.

- He ocTtaHasnueamnTe nporpammy SpyShelter, koraa oHa 6nokupyeTr
noao3puTenbHOE NoBeneHue.

Mocne TOro, Kak obuwas 3awmnTa oTKAOYEeHa, BpeAOHOCHOe NporpaMMmHoe
obecneyeHne MoxeT yCTaHOBUTb hooks, KoTopble He MOryT 6biTb
3abnoknpoBaHbl, Aaxe, eCnn Bbl BKAOYMUTE 3aWKnTy no3xe (418 Toro, 4tobsbl
BOCCTAHOBWUTb MOJIHYIO 3aWMTy, MOXeT noTpeboBaTbCca nepesarpyska CUCTEMbI)

- He poBepsinTe BCeM NOANUCAHHbLIM MOAY/ISIM U NPOBEPbTE UMSA NOAMNUCABLLErO,
4yTO6bl YBUAETb, KAKOW TUMN NPOrpaMMHOro obecrnevyeHums 3Ta KOMMNaHus
NpOM3BOAMUT.
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&l Shelter Firewall &

Moaynm

Moaynb AntiKeyLogging

Moaynb aHTU-KNaBMaTypHbIM NpeaHa3HadyeH anga obecnevyeHns 3almTbl OT BCEX
KflaBnaTypHbIX WNMOHOB. NHdopMaunoHHas 6e30nacHOCTb NpoBepsieTcs
akKTuBHO, 6e3 Heo6X0aANMOCTM UCMONb30BaHMS 6a3bl AaHHbIX NMOAMNUCEN.

KnaBmaTypHbIN LUMNMOHAX MOXET BbIMOJIHATLCA HECKO/IbKUMU Pa3/iIndHbIMU
cnocobamun. SpyShelter octaHaBnuBaeTt Bce KeylLoggers, He3aBUCMMO OT UX
MEeTOoA0B CUYMTbIBaHUS. B gononHeHne K aTOMy, 6narogaps ero metoaam
NPOaKTUBHOW 3aWnTbl, MOAY/Ib @HTU-KNABUATYPHbIA 3aWMUTUT Ball KOMMNbOTEP OT
HOBbIX (M MOKa elle HEN3BECTHbIX) Yrpos3.

PeanbHasa 3alWuTa OT KeENorrepoB

Kennorrep - 3To Bpe4OHOCHOE NPUIOXKEHMNE, KOTOpPOE 3apaxaeT Ball KOMMbIOTEP U
perucTpupyeT BCce AENCTBUS KNnaBmaTypbl (Knasuw). Kaxaoe HaxaTue KnasuLl
(MHdOpMauna) coXxpaHSaeTcs. DTN 3anNmMcu MOTYyT XPaHUTbLCS JIOKA/IbHO BHYTpPU
Ballero KomMnbloTepa, Uan Aaxe B OTAAJIEHHbIX MecTax.

KnaBuaTypHble WNUOHbI NpeaHa3Ha4YeHbl A58 KpaXxXun MHPopMaunm BbICOKOWM
CTOMMOCTU, KOTOPYIO NOJSIb30BaTeb MOXEeT pasriawaTb NpyM UCNOSIb30BaHUN
NHTepHeTa (HanpuMmep Koraa nosib3oBaTesib UCNOJb3YET 3TOT BUA YCIYr: UHTEPHET
MarasuHbl, 9N1EKTPOHHYO KOMMepUWUIO, MHTEepHET BaHKWHI, paccbinkn 1 T.4.) Ans
YyCTpaHEeHUs 3TUX yrpos, ocobeHHo aAns 6aHKOBCKUX onepaunn B UHTEPHETE,
ncnonb3yeTcs BUpTyasbHasa knasuaTtypa. OgHako, TpagULUMOHHbIE MEeTOAbI AN
3alUKMTbl NONb30BaTeENS OT KNlaBMaTYpPHbIX WMNMOHOB U UX Yrpo3, HE AO0CTaTO4YHbI NO
CpaBHEHUIO C 3aLLUMUTON, YTO MOXET Npeanoxutb SpyShelter.
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&4 Shelter Firewall §)

Firewall

Moaynb AntiKernelModelLogger

OTO YHUKANbHbIAN 3alLMTHbLIN MOAY/1b, KOTOPbIM 3aWMLLiaeT Bawy CUCTEMY OT
KeMnorrepoB pexmMa aapa.

KnaBuaTypHble WNNOHbI pexunma sapa paboTatloT Ha YpoOBHE ApaliBEPOB UK
CepBUCOB U NX OYEHb TPYAHO OO6HAPYXUTb C MOMOLWbIO 06bIYHOrO NPOrpPamMMHOro
obecneyeHnsa 3awmnTbl. SpyShelter 6bin pa3zpaboTaH MeToa 3aWMUTbl NPOTUB 3TUX
Cepbe3HbIX Yrpos.
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G Shelter Firewall §)

Firewall

Moaynb AHTU-GetText

Xakepbl MOTYyT MCNoNb30BaTb GyHKUMIO GetText ang nonyyeHns BaxHom
MHdOpMaLuM C Balwero KoMnboTeEpPa. DTOT MOAYb NO3BOJISIET NPeAoTBPaTUTL
NCMNONb30BaHUE 3TOr0 MeToAa A/ 3axBaTa KOHMUAEHUNANbHbIX AaHHbIX C BalLlero
KoMMbloTEpa.
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&4 Shelter Firewall §)

Firewall

Moaynb AHTU-3axBaTa DKpaHa

DTOT MOAYNb 3alWMLaeT Bawy CUCTEMY OT 3aXBaTUMKOB dKpaHa: 3TO
nporpamMmMbl, NpegHa3sHa4YeHHble 4189 NCNONb30BaHNA PYHKLUMM 3axBaTa dKpaHa
AN Kpaxu Bawmnx AaHHbIX. OHM paboTaloT NyTeM perynsipHoOro CHATUS
CKpuHLWOTOB paboyero crtona angd toro, 4tobbl 3axBaTUTb MHPOPMaUUIO,
oTobpa)kaeMyto Ha aKpaHe.
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QY Shelter Firewall §

Firewall

Moaynb AHT-3axBaTta Beb6-kamepbl

3axBaTyumnku Beb-kamepbl TaMHO NOAKIIOYAKOTCA K Bawen Beb-kamepe. OHU
aenatT doTtorpadumm n oTnpaBnsaloT MHopmaunto yepes MIHTepHeT. MHorue
M3 3TUX Nporpamm MoryT paboTtaTb, Aaxe koraa Beb-kamepa aKTUBUpPYyeTCSs
He3aMeTHO. JTa yrposa ctana 6osnee akTyasbHOM B HACToOsILLEee BpeMS,
y4uunTbiBas, 4To Beb6-KaMepbl yXXe BCTPOEHbl B MOYTU KaXAbli COBPEMEHHbIN
HOYyTOYK. lNMoaymManTe o BCel BO3MOXHOMN MH(GOpMaLMKM, KOTOpas MOXeT bbITb
cobpaHa 4yepe3 Beb-kamepsbl! MHdDopMaumna 060 BCceM, 4YTO Bbl AenaeTe,
kKoraa paboTtaeTe Ha BalleM KOMMbOTEpPE, NOTEHUMANbHO MOXET b6bITb
3/10HaMEepEHHO MCNOJIb30BaHa.

Moaynb AHTM-3axBaTa Beb-kamepbl ob6ecneynBaeT yHUKANbHYIO
NPOaKTMBHYIO 3alWMTy OT 3TOM yrpo3bl. bnarogaps a3Ton NpoOakTUBHOM
3awmTe, SpyShelter, Takxe, MOXeT 3aWMNTUTb BaC OT HENM3BECTHbIX Yrpo3
TakKoro poaa.
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&2 Shelter Firewall §

Firewall

Moaynb AHTH-3axBaTta 6ydepa ob6MmeHa

Bydep obMeHa — 3TO MecCTOo, rae XpaHsATCa AaHHble, KOraa AaHHble
N3MEHSIOTCHA BO BpeMs NpoLecca Bbipe3aHus, KONMpPOBaHUS N BCTaBKMW.
NMporpamma 3axBaTa bydepa ObMmeHa obecneunBaeT OTCAEXNBAHUE
MHdopMauun, cogepxawencs B 6ydepe obmeHa. lNyTeM npoBepku
N3MEHEHWUN BHYTPU HEr0 N KOHTPONMPYS, YTO XPAaHUTCSA B HEM, 3TOT TUM
NporpaMMHoOro obecneyeHms MMeeT BO3MOXHOCTb 3axBaTa AaHHbIX U
OTNpPaBKW ero TpeTbMM Sinuam.

Moaynb AHTU-3axBaTa bydepa obMeHa paboTaeT B pexume peasibHOro
BPEMEHMW: OH 3aluMLiaeT BaC OT 3TUX Yrpo3, Npexae YeM OHU MOoABSATCA U B
MOMEHT MOosABNEHUS.

Moaynb AHTU-3axBaTa bydepa ob6MeHa, bnarogaps ero MOWHbIM MeToAaM
60pbbbl C Yyrpo3omn, NoBbICUT YpOBEHb MH(OPMALNOHHOM 6e30NacHOCTU U
3alMTUT XKU3HEHHO BaXHble AaHHble cnocobaMn, KOTOpble HUKOrAa He
ncnonb3oBanuce B 6onee TpaaAMUMOHHOM 3aLWMTHOM NMPOrpPaMMHOM
obecneyeHunn.

47



Moaynb 3alnTbl CUCTEMbDI

Baw KoMnblOTEP MMEET BaXHble CUCTEMHbIE 06/1aCTU, MOBPEXAEHNE KOTOPbIX MOXET
npmBecTn K oblen HeCcTabunbHOCTU CUCTEMBI. DTKU 061aCTU BKIKOYALOT peecTp
onepaunoHHomn cuctembl Windows 1 pusnyeckyro namaThb.

Moayb 3awmnTbl cucteMbl SpyShelter — 3To aKTUBHbIM KOMMOHEHT, KOTOPbIN
3alimuaeT BaXKHble CUCTeMHble obs1acTn oT Nboro BpeJOHOCHOro NMPOrpaMMHOro
obecneyeHunsi, KOTOpoOe MOXET HAHECTU Bpes Bawen cucrteme. Korga oH 3awmiaer
Bally CUCTEMY, OH TaKXe npeaoTBpallaeT BHeApEeHMe BpeAOHOCHbIX KogoB [DLL
MHBbeKUMKM] NbblX BpeAOHOCHbIX NPUIOXEHUN B HaZeXHble KOMMOHEHTHI.

Moayb 3awmnTbl cuctembl SpyShelter ocHalweH AeNCTBEHHbIM METOAO0M, YTOObI
npeaoTBpaTUTb 3TN cnydan. Kpome Toro, oH 6N1oKnMpyeT BpeaoHOCHbIE NMPUNOXEHNS,
KOTOpble UCMOb3YIOT 3arpy3Ky ApavBepa sapa: 3TO 3apa)XaeT CUCTEMY NyTeM
YCTAaHOBKW KOZa B OMepaLMOHHYI0 CUCTEMY Ballero KoMnbloTepa.

ITOT MOAYNb, TaKXe, 3alumuaeT Bac OT BpeAOHOCHbIX NPUOXEHUN, KOTOpble MOryT
M3MEeHATb 3Ha4yeHuns B peectpe Windows.

Moaynb cucteMHOM 060pOHbI MOXeT 3aWunTnTb Hanbonee BaxkKHble 0o6n1acTn Bawen
cuctembl. OH, TakXe, MOXET NpefoTBPaTUTb NMOMbITKU BPEAOHOCHbIX NPUIOXEHUN
BblBECTWN Ntobon moaynb SpyShelter s akcnnyataumm. OTo aKTUBHbIA MeTOA
3aWunTbl. Moaynb CUCTEMHOW 0BOPOHBbI HE TONIbKO 3aLlUMTUTb BaC OT U3BECTHbIX Yrpo3,
HO, TakXe, 3aWnTNUT BaC OT HEU3BECTHbIX Yrpo3.

YHukanbHasa 3awmnta CUCTeEMbl OT BPEAOHOCHbIX MporpamMm

CucteMHble BpeaoHocHble MporpaMMbl aTakylT HEMOCPEACTBEHHO Bally
onepaumoHHy cucteMy. OCHOBHbIMM METOAMWN aTakn ABNAOTCA:

e YcTaHoBKa nobanbHoro Hook

e YCTaHOBKA pyTKuTa

N3MeHeHne KOHTEKCTHOIro NoToOKa

Mpsamon goctyn K GmM3n4YecKon namMaTu

Co3gaHune yaaneHHOro notoka

NMHbekumns koga B DLL

3arpy3ka gpavsepa sapa

MN3MeHeHne COCTOSIHMSA NporpaMMbl U NaMAaTH
N3MeHeHne KpUTUYeCKUX MecT CUCTEMbI U peecTpa

Ecnu BpeaoHOC NpOHMKAET B Bally CUCTEMY, 3TO MOXET HAaHeCTU Bpea cucTeme.
Bawa onepaynoHHas cMcTteMa MOXET CTaTb HecTabunbHON. BO3MOXHO M3MEHEHME
YPOBHSI NMCMONIb30BAHNA CUCTEMbI, YTO BbI3OBET MHOI0 HexenaTtenbHblX 3 eKTOB B
annapaTtHoMm obecneyeHuUn cucrtembl. B ntore, koraa onepaumMoHHasa cucrtema u ee
obopynoBaHue noBpexaeHbl, MOXHO NOTEPSATb BallW LEeHHble AaHHbIE U Bbl, TAKXe,
noHecete GMHAHCOBbLIN yLwepb.

Moayb 3awwunTbl cnctembl SpyShelter npegHasHavyeH Ans 3aWmnTbl OT BPeAOHOCHbIX
nporpamMm, 6narogaps ero metoay npoaKTUBHOW 3alUUThI.
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&4 Shelter Firewall §

Firewall

Moaynb AHTU-3BYKO3amnuchb

OTO YHUKANbHbIN 3aWMNTHbLIA MOAY/1b, KOTOPbIM 3alMLLiaeT Bawy CUCTEMY
OT TPOsIHOB 3anncu 3Byka VOIP. 2To MoxeT 6bITb NONE3HO npu
MCMOSIb30BAHMM MITHOBEHHbIX COO6LWEHMI, AN rOSI0COBbIX 3BOHKOB.
TposiHCKMe pekopaepbl Beb-kaMepbl MOryT MonbiTaTbCS COXPaHUTb
ro/10COBble AaHHble U3 Bawero BCTPOEHHOro UM BHeWwHero MMKpodoHa.
DTOT MOAY/b AAaCT BaM Ny4yLlyto 3aWMTy NpOTUB Takoro poaa yrpos3sbl.
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Firewall

Moaynb CeTeBO AHTU-LUMNUWUOH

SpyShelter CeTteBoit AHTM-WNMOH NPOAKTUBHLIN MOAYb NpeaoTBpaLllaeT
Kpaku Bawen IMYHON MHdpopMaLumm BO BpeMs BaXHbIX SSL
NHTepHeT-TpaH3akumin. OH bnokunpyeTt npoTtokonnposaHus HTTP/HTTPS n
Takxe POP, SMTP, FTP u gpyrue cpeactsa 3anucm onacHbIX TPOSHOB.
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&4 Shelter Firewall §)

Moaynb 6paHamayapa

Moaynb 6paHaMayapa SpyShelter npegHasHaueH ansa ynpasneHus
(pa3pewunTb KN 3anNpeTuTb) CeTEBbIMKN NepeadyamMm Ha OCHOBE
Habopa npasu.

O6bI4YHO OH UCnonb3yeTcsa AN 3aWNTbl CUCTEMbI KOMMbIOTEPA OT
HECAaHKLUWOHMPOBAHHOIO AOCTyNa M3/K CeTn, paspeLuas
HaAeXHble NakeTbl AN nepeaayun.

SpyShelter 6paHamayap nogaepxueaeTt npotokon IPv6.
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SpyShelter Firewall Premium u JinueH3noHHOe corjaweHue KOHe4YHoro noJjib3oBarens
Top Previous

SPYSHELTER JIMLLEEH3MOHHOE COIMALUEHWE KOHEYHOIO NOJIb30OBATENA
YBEAOMJIEHUNA:

MPABOBASA MHOOPMALINA: BHUMATE/IBHO NMPOYUTANTE CNEAYIOLWEE OPUOMYECKOE COMNALLEHUE NMEPEL YCTAHOBKOW U
HAYAJTOM NCIMOJIb3OBAHNA NMPOTPAMMHOIO OBECMEYEHUA.

3TO JIMLUEH3MOHHOE COIMMALIEHME KOHEYHOIO NMOJIb3OBATENA (EULA)-3TO IOPUANYECKOE COIMALLEHWE MEXAY BAMU
(KOHEYHbIXMMOJIb3OBATEJIEM) N ABTOPOM SPYSHELTER. Bbl COMNMALUAETECb BblTb ABTOMATUYECKW CBA3AHHbIMU, TAKUM
OBPA30M, C yCNnoBnAMM HACTOALWENO JIMLUEH3NOHHOIO AOMOBOPA, KAK TOJIbKO Bbl YCTAHOBWUTE 3TY MPOIrPAMMY.

ECJI Bbl HE COI'IACHbI C NIOBbLIM N3 MONOXEHUA, COAEPXALNXCA B HACTOALWEM NOKYMEHTE, MOXANYNCTA, HE
YCTAHABJ/IMBAUTE NMPOMPAMMHOE OBECMNEYEHUE N HE HAXWUMANTE HA KHOTKY, KOTOPASA NMOKA3bIBAET BALLE XXEJTAHUE
COBJTIOAOATb YCNOBUA HACTOALLENO KOHTPAKTA.

1. DEFINITIONS

1.1. "SOFTWARE", "PROGRAM", "PRODUCT", "SPYSHELTER" REFERS TO SPYSHELTER PREMIUM AND SPYSHELTER FIREWALL
SOFTWARE.

1.2. "USER", "END-USER", "YOU", MEANS A PERSON/ORGANIZATION WHO INSTALLS AND/OR USES OUR SOFTWARE.

1.3. "COMPUTER", "PC" MEANS A DEVICE LIKE PERSONAL COMPUTER, LAPTOP OR A WORKSTATION WHICH CAN BE USED TO
RUN OUR SOFTWARE.

1.4. "OWNER", "PRODUCER", "DEVELOPER" MEANS DATPOL, JANUSZ SIEMIENOWICZ - A COMPANY LOCATED IN POLAND,
DEVELOPER OF SPYSHELTER.

2. TRIAL VERSION AND ACTIVATING SOFTWARE

SPYSHELTER FIREWALL AND SPYSHELTER PREMIUM PROGRAMS ARE DISTRIBUTED AS TRIAL VERSIONS. THE PROGRAMS HAVE
ALL FEATURES UNLOCKED FOR 14 DAYS FROM THE MOMENT YOU INSTALL IT. TO USE SPYSHELTER BEYOND TRIAL PERIOD, YOU
MUST ENTER A VALID LICENSE KEY WHICH WILL TURN YOUR TRIAL VERSION INTO A FULL VERSION.

SPYSHELTER FREE ANTI-KEYLOGGER IS A FREE VERSION OF THE PROGRAM. DEVELOPER GRANTS YOU A NON-EXCLUSIVE
LICENSE TO USE THE SPYSHELTER FREE ANTI-KEYLOGGER FOR 1 YEAR SINCE THE DATE OF RELEASE. THIS SOFTWARE CAN BE
USED ON BOTH HOME COMPUTERS AS WELL AS BUSINESS OR INSTITUTIONAL DEVICES.

3. LICENSING
LICENSES CAN BE ACQUIRED AT https://www.spyshelter.com/purchase OR FROM AUTHORIZED SPYSHELTER RESELLER.

IF YOU HAVE PURCHASED A ONE-YEAR LICENSE FOR THE PRODUCT, THE PRODUCT SHALL FUNCTION WITHIN THE SAME PERIOD
AND SHALL AUTOMATICALLY STOP FUNCTIONING AFTER THIS TIME(EXACTLY ONE YEAR AFTER PURCHASING). AN LICENSE THAT
IS VALID FOR AN INDEFINITE PERIOD OF TIME MAY ALSO BE PURCHASED.

SPYSHELTER DEVELOPER GRANTS YOU THE FOLLOWING RIGHTS PROVIDED THAT YOU COMPLY WITH ALL TERMS AND
CONDITIONS OF THIS EULA. YOU ARE ALLOWED TO:

A. USE ONE COPY OF THE SPECIFIC VERSION OF THE SOFTWARE AND ITS ACCOMPANYING DOCUMENTS THAT YOU PURCHASED
AND ENJOY THIS RIGHT AS A NONTRANSFERABLE AND EXCLUSIVE RIGHT. IF YOU PURCHASED THIS PRODUCT AS PART OF A
SET OF SOFTWARE, YOU ARE ALSO BOUND BY THE TERMS OF THE LICENSES FOR THOSE OTHER PRODUCTS IN THE SET, IF SO
INDICATED IN THEIR RESPECTIVE EULA. THIS SOFTWARE, UNLESS YOUR LICENSE INDICATES OTHERWISE, MAY NOT BE USED
ON MORE THAN ONE DEVICE.

B. INSTALL THIS SOFTWARE TO YOUR COMPUTER OR TO ANY OTHER COMPATIBLE DEVICE FOR WHICH THIS PRODUCT HAS
BEEN CREATED.

C. COPY YOUR LICENSE CODE ONCE BUT ONLY FOR THE PERSONAL AND LEGAL PURPOSE OF CREATING A BACK-UP. YOU ARE
RESPONSIBLE FOR ENSURING THAT YOUR LICENSE CODE WILL NOT BE COPIED OR REPRODUCED FOR ANY OTHER PURPOSE
AND BY ANY OTHER PERSON.

D. ASK FOR A FULL REFUND UP TO 14 DAYS AFTER PLACING INITIAL ORDER. AFTER THIS PERIOD, MONEY WILL NOT BE
REFUNDED.

PURSUANT TO YOUR LICENSE, YOU HAVE THE FOLLOWING ADDITIONAL DUTIES:

A. UNINSTALL THE SOFTWARE SHOULD YOU DECIDE TO DISPOSE OF THE DEVICE THAT CONTAINS THE SOFTWARE IN ORDER
TO PREVENT UNAUTHORIZED COPYING, DISTRIBUTION, REPRODUCTION, AND OTHER RELATED ACTS.

B. YOU MUST NOT TRANSFORM OR ALTER ANY PART OF THIS SOFTWARE [E.G. TRANSFORM FROM SOURCE TO CODE, REVERSE
ENGINEERING, PULLING UP, MAKING IT READABLE IN DIFFERENT FORMS].

C. YOUR LICENSE TO THIS SOFTWARE DOES NOT, IN ANY WAY, ALLOW YOU TO CREATE DERIVATIVE WORKS FROM THIS
SOFTWARE. NEITHER ARE YOU AUTHORIZED TO ALLOW A THIRD PARTY TO MAKE COPIES OF THE PRODUCT. ACTIVITIES
RELATED TO THIS PURPOSE SUCH AS CORRECTION OF MISTAKES, OTHER TYPES OF MODIFICATION, ADAPTATION AND
TRANSLATION ARE ALSO NOT ALLOWED UNDER THIS AGREEMENT
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D. THIS LICENSE PROHIBITS YOU FROM LEASING, LENDING, OR TRANSFERRING YOUR LICENSE RIGHTS TO ANY THIRD PARTY
OR THE GRANTING OF A LICENSE TO SUCH THIRD PARTY. IF YOUR LICENSE CODE LEAKS INTO THE INTERNET, OR WILL BE
USED OR MORE PC'S THAN IT IS ALLOWED, WE MIGHT BLOCK YOUR LICENSE CODE WITHOUT WARNING.

E. SPYSHELTER REQUIRES ITS USERS TO INSTALL THE SOFTWARE'S LATEST VERSION AND THE CORRESPONDING LATEST
MAINTENANCE PACK THEREOF.

YOU, HOWEVER, MUST NOTE THAT IF YOU PURCHASED THE PRODUCT FROM A VENDOR OTHER THAN SPYSHELTER, THE LATTER
IS AND SHALL NOT BE LIABLE FOR WARRANTIES AND GUARANTEES MADE BY THAT VENDOR IN RELATION TO THE PRODUCT,
UNLESS A SPECIFIC AGREEMENT ON THESE MATTERS HAVE BEEN MADE BETWEEN THIS VENDOR AND SPYSHELTER.

4. SUPPORT

SPYSHELTER AGREES TO PROVIDE TECHNICAL SUPPORT AND FREE UPDATES FOR AS LONG AS IT REMAINS IN LEGAL
EXISTENCE AND WITHIN THE DURATION OF THE LICENSES THAT YOU PURCHASED.

USE SUPPORT TICKET SYSTEM LOCATED AT https://www.spyshelter.com/helpdesk IN ORDER TO GET PRODUCT SUPPORT.

SUPPORT SERVICES INCLUDE SUPPORT VIA SUPPORT TICKET SYSTEM OF THE DEVELOPER. IN ORDER TO GET TECHNICAL
SUPPORT, YOU ARE REQUIRED TO HAVE THE LATEST VERSION OF THE SOFTWARE (INCLUDING ITS MAINTENANCE PACK).

SPYSHELTER SUPPORT WILL REPLY TO MESSAGE IN 72 HOURS FROM THE MOMENT OF CREATING A SUPPORT TICKET.
SPYSHELTERS RESERVES THE RIGHT TO EXTEND THE TIME TO REPLY IN SPECIAL CASES. PRODUCER HOLDS NO
RESPONSIBILITY FOR A TICKET ANSWER THAT IS NOT DELIVERED TO THE USER VIA E-MAIL.

PRODUCER WILL NOT REPLY TO MESSAGES THAT DO NOT CONCERN SPYSHELTER PRODUCTS.

PRODUCER CAN DENY PROVIDING INFORMATIONS IN ORDETR TO PRESERVE THE CONDIFENTIALITY OF COMMERCIALLY
SENSITIVE DATA AND INFORMATION.

PRODUCER DOES NOT GUARANTEE TECH SUPPORT FOR SPYSHELTER FREE USERS.
5. PRIVACY

DEVELOPER COLLECTS PERSONAL INFORMATION OF LICENSED USERS IN ORDER TO KEEP TRACK OF SALES RECORDS, AND
PROVIDE NECESSARY SERVICES LIKE RESENDING LOST LICENSE KEY. those informations are gathered from share-it(digital
river gmbh), developer's payment processor who records and stores your payment informations. you can view digital river gmbh
privacy policy at http://www.mycommerce.com/privacy-policy

spyshelter privacy policy is available here: https://www.spyshelter.com/privacy
6. PROPERTY RIGHTS

THIS SOFTWARE IS PROTECTED BY INTELLECTUAL PROPERTY LAWS. SPYSHELTER CREATOR THUS OWNS ALL RIGHTS,
PROPERTIES, AND OTHER INTERESTS OVER THIS SOFTWARE. ACCORDING TO LAW, SPYSHELTER OWNS THE COPYRIGHTS,
PATENTS, TRADEMARKS, AND OTHER RELATED INTELLECTUAL PROPERTY RIGHTS OF THIS PRODUCT AND THE USER’S
UTILIZATION AND INSTALLATION OF THIS PRODUCT DOES NOT, IN ANY WAY, TRANSFER THE RIGHTS JUST MENTIONED TO THE
USER. ONLY THOSE RIGHTS EXTENDED IN THIS EULA ARE TRANSFERRED TO THE USER.

-YOU MAY NOT USE THIS PROGRAM IN ACTIONS, WHICH INFRINGE ANY LAW OF YOUR COUNTRY OR INTERNATIONAL LAWS.
-YOU MAY NOT USE THIS PROGRAM IN ACTIONS, WHICH INFRINGE THE RIGHTS OF ANY PERSON OR ENTITY.

-YOU MAY NOT DISASSEMBLE AND REVERSE ENGINEER ANY PART OF THIS PROGRAM

-YOU MAY NOT RENT, LEASE OR SELL THIS PROGRAM.

7. CONFIDENTIALITY

THIS SOFTWARE, ITS MAINTENANCE PACKS, THE SPECIAL DESIGN AND STRUCTURE OF THE INDIVIDUAL PROGRAMS, THE
LICENSE KEY, AND THE RELATED DOCUMENTS ARE COVERED BY THIS CONFIDENTIALITY CLAUSE. WITHOUT THE PRIOR
CONSENT OF SPYSHELTER, YOU ARE UNAUTHORIZED TO DISCLOSE OR DISPOSE ANY CONFIDENTIAL INFORMATION TO A
THIRD PATY. YOU ARE REQUIRED TO USE REASONABLE SECURITY MEASURES TO PROTECT CONFIDENTIAL INFORMATION
RECEIVED BY VIRTUE OF YOUR PURCHASE OF THIS PRODUCT.

8. WARRANTY

NO WARRANTY, AND LIMITED REPLACEMENT: THE SOFTWARE IS PROVIDED "AS IS" WITH NO WARRANTIES, EXPRESS OR
IMPLIED. SPECIFICALLY DISCLAIMS ANY AND ALL WARRANTIES,ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT OF INTELLECTUAL PROPERTY RIGHTS, OR ANY WARRANTY OTHERWISE
ARISING OUT OF ANY PROPOSAL, SPECIFICATION, OR SAMPLE. IF THE MEDIA ON WHICH THE SOFTWARE IS DISTRIBUTED ARE
FOUND TO BE DEFECTIVE IN MATERIAL OR WORKMANSHIP UNDER NORMAL USE FOR A PERIOD OF NINETY (90) DAYS FROM
THE DATE OF RECEIPT, DEVELOPER'S ENTIRE LIABILITY AND YOUR EXCLUSIVE REMEDY SHALL BE THE REPLACEMENT OF THE
MEDIA BY AUTHORIZED RESELLER FROM WHOM YOU BOUGHT THE PRODUCT. THIS OFFER IS VOID IF THE MEDIA DEFECT
RESULTS FROM ACCIDENT, ABUSE, OR MISAPPLICATION
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9. LIMITATION OF LIABILITY.

IN NO EVENT SHALL SPYSHELTER DEVELOPER AND DISTRIBUTORS/PARTNERS BE RESPONSIBLE FOR ANY INDIRECT,
CONSEQUENTIAL OR SPECIAL DAMAGES OR LOST PROFITS EVEN IF SPYSHELTER HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES, AND/OR FOR ANY CLAIM FOR COMPENSATION OR DAMAGE BY ANY THIRD PARTY TO USER. . LIABILITY ON THE
PART OF SPYSHELTER AND ITS AUTHORIZED REPRESENTATIONS/DEALERS SHALL ALSO NOT EXSIT IN CASE THERE IS: LOSS OF
INCOME OR PROFITS, LOSS OF SAVINGS, LOSS OF OPPORTUNITY, LOSS OF HONOR, LOSS, DAMAGE OR HARM OF SENSITIVE
DATA.

DISPUTES ARISING FROM THIS AGREEMENT SHALL BE RESOLVED IN THE PROPER COURTS OF POLAND.THIS AGREEMENT IS
VALID AND BINDING BETWEEN SPYSHELTER AND THE USER. NO TERMS AND PROVISIONS OUTSIDE OF THIS AGREEMENT SHALL
BE VALID AND BINDING BETWEEN THESE PARTIES.

IF YOU DO NOT WISH TO BE BOUND BY THIS EULA AND FALL UNDER THE CONDITIONS/CLASSIFICATIONS FOUND BELOW,
PLEASE NOTE:

FOR USERS WHO PURCHASED THE SOFTWARE FROM VENDORS OTHER THAN SPYSHELTER: PLEASE RETURN THE PRODUCT TO
YOUR VENDOR, WITH ITS CD COVER INTACT AND UNALTERED IN ANY MANNER. FAILURE TO PRESERVE THE PRODUCT AND ITS
COVER IN ITS ORIGINAL STATE WILL RESULT TO YOU BEING CONTINUOUSLY BOUND BY THE TERMS OF THIS EULA.

DATPOL

K.K. WIELKIEGO 29

OLKUSZ, POLAND

REGON: 120012823

TAX VAT ID PL637-192-90-41

Contact: https://www.spyshelter.com/about-us

(Kumga - http://forum.ru-board.com/)
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